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1
Decision/action requested

Approve the following changes to Section 5.12 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 11.  This document adds some.
4
Detailed proposal

5.12
Key Issue 11: Where are my Keys and Confidential Data

5.12.1
Key issue detail

In PNFs there is a reasonable expectation that if a PNF contains dedicated key storage that any cryptographic keys which are required for PNF functionality will only be accessible to that PNF and the key storage is within the PNF.

With virtualised implementations this gets much more complicated. Firstly, a VM has no direct access to any hardware. A VM’s view of the world is limited to that presented to it by the hypervisor or underlying host environment. However, it has no idea whether physical key storage hardware is in the same host as the VM, or indeed whether any such key storage is actually a physical tamper proof hardware environment as opposed to a virtual key storage instance using software-based approaches. While in some special scenarios a VNF may have special dedicated hardware key storage as part of a dedicated specially allocated (and separately administered host), VMs and VNFs will in general need to use arbitrary hosts within the cloud environment. 

It should also be noted that in general a VM cannot actually tell the difference between different types of memory, hard disc or storage unless specific mechanisms are used to provide visibility or confirmation (e.g. a RAM disc looks identical to physical storage to a VM).

5.12.2
Security threats

If a VNF cannot securely attest what host it is running on then high security functions could be deployed on vulnerable hosts.  This could increase the risk of compromise of the data held by the NF.
5.12.3
Potential security requirements

It should be possible to bind a VNF to a specific host or group of hosts, using hypervisor rules or otherwise.  These controls should be enforced by secure hardware backed attestation of the health and security of the host.  Controls should be enforced at boot time and each time a function is migrated.

Note:  This requirement relies on the VNF trusting the virtualisation layer to implement the rules applied.

