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1
Decision/action requested

SA3 is kindly asked to approve the proposed clarifications to TR 33.818 clause 4.8 SECAM Assurance level for 3GPP virtualized network products.
2
References

[1]
3GPP TR 33.818 v0.4.0, Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

This pCR proposes some clarifications to TR 33.818 clause 4.8 SECAM Assurance level for 3GPP virtualized network products.
4
Detailed proposal

*************** Start of the Change ****************

4.8
SECAM Assurance level for 3GPP virtualized network products
4.8.1
Gap analysis
SECAM assurance level for 3GPP physical network products was analyzed in clause 4.8 of TR33.916[1]. This analysis about SECAM assurance level is general and can be applicable to all of the network products, regardless of whether the network product is physical network product or virtualized network product. In addition, per network product class being considered only one SECAM assurance level could reduce the complexity of the network product evaluation. So, SECAM of the virtualized network products also considers only one assurance level per virtualized network product class.
ETSI GR NFV-SEC 007[8] defined six levels of assurance (LoAs) which imply different degrees of trust in hardware through virtualization platform up to VNF software packages. These LoAs can be referred and it needs to be analysed whether the requirements in these LoAs are applicable to SCAS of 3GPP virtualized network products. If applicable, it needs to be decided which level of assurance in ETSI GR NFV-SEC 007[8] should be selected as the SECAM assurance level for 3GPP virtualized network products.
4.8.2
SECAM Assurance level
Compared to SECAM assurance level for 3GPP physical network products, SECAM assurance level for 3GPP virtualized network products also considers only one assurance level per 3GPP virtualized network product class. 
Editor’s Note: Whether the requirements in LoAs proposed in ETSI GR NFV-SEC 007 [8] are applicable to SCAS in SECAM assurance level or not is to be analysed. Which level of assurance in ETSI GR NFV-SEC 007[8] should be selected as the SECAM assurance level for 3GPP virtualized network products is to be decided.
*************** End of the Change ****************

