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1
Decision/action requested

 Proposal 1: Study and specify a 3GPP profile for TLS certificates used for SBA. This could be done as part of the Rel-16 FS_SBA-Sec study, or in a new Rel-17 study and work item.
Proposal 2: Study and specify procedures for provisioning of TLS certificates to network functions. This could be done in a new Rel-17 study and work item.
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3
Rationale

3.1

Introduction
The Rel-15 work on SBA security has left several aspects related to TLS between network functions up to implementation, like certificate profiles and certificate provisioning to network functions. These aspects are important to solve, however, to ensure secure and interoperable deployments.  

3.2

TLS certificate profiles for network functions

At a conference call held before the present SA3 meeting, the topic of TLS profiles for network functions has been brought up. Basis for the discussion at the conference call was an early version of [1]. 
SA3 currently has specified TLS certificate profiles in TS 33.310 [2], clause 6.1.3a. However, this profile has not been written with network functions inside an operator network in mind. As explained in [1], for network functions the subject name would need to be specified further. Another aspect that may need to be considered is that there may be several kinds of certificates (TLS certificates between NFs, certificates for token verification, TLS certificates for communication inside NFs), their hierarchies and relations between them. It seems reasonable to assume that further aspects may need further specification as well. 
3.3

TLS certificate provisioning for network functions

The provisioning of TLS certifiates to network functions has not been discussed in SA3 so far, although the topic has been touched at the conference call mentioned before as well. The Rel-15 SBA security specifications were written with a dynamic deployment model in mind. It should be possible to start new network functions with unique identifiers dynamically, with TLS connections between them to protect communication in depth, not only between data centers.
Dynamic provisioning of certificates is a prerequisite for such a dynamic deployment model. However, this important aspect has not been considered in SA3 so far but been left open for implementation. This seems like an unfortunate choice that could lead to unsecure and/or not interoperable deployments. 
The topic of certificate provisioning is not completely new to SA3. SA3 has specified procedures for certificate enrolment for base stations, which are captured in clause 9 of TS 33.310 [2]. However, this work was done for earlier generations and with base stations in mind. It seems reasonable to assume that provisioning of TLS certificates to network functions will need further study, although it may prove useful that SA3 has done similar work before. 
4
Detailed proposal

Proposal 1: Study and specify a 3GPP profile for TLS certificates used for SBA. This could be done as part of the Rel-16 FS_SBA-Sec study, or in a new Rel-17 study and work item.
Proposal 2: Study and specify procedures for provisioning of TLS certificates to network functions. This could be done in a new Rel-17 study and work item.
