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1
Decision/action requested

Status update of TR 33.819
2
References

 TR 33.819
3
Rationale

The following table captures the status of key issues, conclusions and implementation in TS and will be updated with contributions provided for S3-96 adhoc meeting.

	Key issue
	Solution
	Conclusions / Remarks on status

	Key Issues related to security for SNPNs
	
	

	Key Issue #1.1: Completing AKA based authentication and calculating KSEAF for SNPNs
	Solution #4: Security solution for key derivation in SNPNs
	based on solution #4.
normative work in Annex I of 33.501

	Key Issues related to security aspects on interworking between NPN and PLMN
	
	

	Key Issue #2.1: Authentication and Authorization for Interworking, Roaming between NPN and PLMN
	Solution #1: Solution for NPN network access via PLMN
	

	Key Issue #2.2: Security and privacy aspects of service continuity and session continuity
	
	

	Key Issue #2.3: Independent credentials for authentication and authorization with NPN and PLMN
	
	96-adhoc Nokia proposal: conclude to use the requirements in normative spec 33.501

	Key Issues related to Security for 5G LAN services
	
	

	Key Issue #3.1: Authentication and Authorization of UE in 5GLAN communication
	Solution #6: 5GLAN authentication
	Solution #6 is selected for Authentication and Authorization of UE in 5GLAN communication. A clause referencing 23.501 [7], 23.502 [6] and 33.501 [5] for secondary authentication for 5GLAN group communication service will be added to 33.501 [5].
96-adhoc Nokia proposal: new Annex on 5GLAN implementing solution#6.

	Key Issue #3.2: UP security policy for the 5GLAN Group
	Solution #2: Security solution for handling UP security policy for a 5GLAN Group
Solution #7: SMF handling the UP security policy for a 5GLAN Group based on information from DN AAA
	

	Key Issues related to Security for TSC and 5GS interaction
	
	

	Key Issue #4.1: Protection of interfaces that 5GS interacts with a TSN network
	Solution #8: TSC security
	Solution #8 is selected.
96-adhoc Nokia proposal: new Annex on TSC referencing 5G security solution.


	Key Issue #4.2: TSC time synchronisation
	
	

	Key Issues related to authentication on NPNs
	
	

	Key Issue #5.1: Key hierarchy for NPNs
	Solution #5: Key hierarchy for authentication using non-AKA EAP methods in NPN
	based on solution #5
normative work in Annex I of 33.501 approved in SA (Sept)


	Key Issue #5.2: Authentication and authorization of NPN subscribers by an AAA
	
	no normative work is required as addressed by existing specification in Rel-16.

	Key Issues related to security for PNiNPNs
	
	

	Key Issue #6.1: (D)DoS attack by large number of registration requests to CAG Cell
	Solution #3: Security solution for mitigation of (D)DoS attack in PNiNPNs
	

	Key Issue #6.2: CAG ID Privacy
	Solution #11: DH based solution for CAG ID privacy
Solution #12: Hash based solution for CAG ID privacy

Solution #13: Security solution for CAG ID Privacy in PNiNPNs

Solution #14: Security solution for CAG
Solution #15: Security solution for CAG ID privacy protection

Solution #16: CAG ID privacy by sending CAG ID in NAS signalling
	Nokia proposal on simple solution: RAN privacy protection by configuration, NAS protected as non-clear IE; based on this solution conclusion & CR proposed.


	Key Issue #6.3: DoS attack by unauthorized removal of entries from the UE's Allowed CAG ID list
	Solution #9: (D)DoS attack mitigation in PNiNPNs
Solution #10: Using NAS security for messages that modify the CAG list
	based on solution #10, part of Annex Z in 33.501

	
	
	


