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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	800039
	Study on management aspects of edge computing
	Study of the management aspect of edge computing.

	830008
	Study on Application Architecture for enabling Edge Applications (FS_EDGEAPP)
	Study of the application layer architecture and corresponding mechanisms to enable Edge Computing deployment.

	760039
	Study on 5G enhanced Mobile Broadband Media Distribution (FS_5GMedia_Distribution)
	Study of the 5G enhanced Mobile Broadband Media Distribution, which can be considered as one of edge computing use cases.

	830032
	Study on enhancement of support for Edge Computing in 5GC (FS_enh_EC)
	Rel-16 Stage 2 study on enhancement of support for Edge Computation in 5GC


3
Justification

In order to support the typical services in 5G network, especially eMBB services and URLLC based services, the edge computing is acknowledged as one of the key technologies for meeting the demanding Key Performance Indicators (KPIs) of 5G network, e.g. low latency and bandwidth efficiency. 
Currently, SA2 has initiated the study item (FS_enh_EC, approved in SA#83) which aims to study potential system enhancements for enabling edge computing in 5G, and to provide guidelines on the deployment of typical edge computing. Since the edge computing is deployed after the UPF, new security issues raised by edge computing need to be carefully studied, e.g. the UPF deployed at the edge may be more vulnerable.
Meanwhile, SA6 has already started to evaluate all the solutions in the study item (FS_EDGEAPP), in which several key issues and solutions need to be evaluated from SA3’s point of view, such as Capability Exposure to Edge Application Server, Edge Computing Service authorization, User consent/authorization for network capability exposure to Edge Application Servers. Hence, security on those aspects shall be studied accordingly in SA3.
5G security enhancement on edge computing are expected, for example,  
· Authentication and authorization of service usage in edge computing during seamless application server change. This is to support the SA6’s studies and SA2’s objective of  "Improvements to 5GC support for seamless change of application server serving the UE";
· Protection of UPF and traffic steering in N6-LAN deployed at the edge. 

· The interfaces between UPFs deployed at the edge and the core network, and the interfaces between edge computing environment and the core network shall be studied to determine whether a new interface or new security mechanism shall be introduced from the security point of view. In addition, we also need understand how to enhance the security of UPFs and the interfaces deployed at the edge, such as platform hardening, mutual authentication (e.g., between N6 interface and DN), and traffic control (e.g., for anti-DDoS), among other enhancements.

· Security of capabilities exposure from network to applications. This is to support SA6’s studies and SA2’s objective on “How to efficiently (with a low delay) provide local applications with information on e.g. the expected QoS of the data path”. More specifically, we need to study whether the current schemes (such as T8, CAPIF) suffice to fulfill the requirements, and how to achieve confidentiality and integrity protection of the information.
· Security enhancement of edge computing deployment. Considering that operators are now able to host their own and/or 3rd party applications and contents in the edge close to the user, security guidelines on the deployment of edge computing shall be studied in order to protect both the network and the users. More specifically, security guidelines on typical edge computing use cases need to be studied, such as URLLC, V2X, AR/VR/XR, UAS, 5GSAT, and CDN. In addition, impact by security on meeting the performance requirements of these use cases shall also be studied.
4
Objective

The study item will be conducted bearing two key objectives:

1) First objective is to study the security threats of enabling edge computing in 5G, derive security requirements, and evaluate potential security solutions, including:

· Investigate and identify the security key issues for edge computing architecture on capability exposure, privacy protection, and enhancement for different edge computing use cases.
· Investigate and identify the security key issues for edge computing service deployment.
· Provide potential security requirements to address security issues identified in the course of study.
· Study the potential security solutions to meet these requirements. 
· Security issues raised from other WG’s work related to edge computing (e.g. SA2, SA5, SA6), if any.
2) Second objective is to provide the security guidelines for typical edge computing use cases including e.g. URLLC, V2X, AR/VR/XR, UAS, 5GSAT, and CDN etc.

NOTE 1: The study shall be based on SA2, SA5, and SA6’s work.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	New TR 33.8xy
	Internal TR
	Bo Zhang, Huawei Technologies, zhangbo6@huawei.com
Feng Gao, China Unicom, gaofeng149@chinaunicom.cn
	TSG#89 (SEP 2020)
	TSG#90(DEC
2020)
	Secondary Rapporteur is responsible for second objective.


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}

{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}
	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Bo Zhang, Huawei Technologies, zhangbo6@huawei.com
Feng Gao, China Unicom, gaofeng149@chinaunicom.cn
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Work item leadership

SA3 
8
Aspects that involve other WGs
SA2 for system architecture,
SA5 for MEC management,
SA6 for application enhancement.
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Supporting Individual Members
	Supporting IM name

	China Unicom

	CableLabs

	CAICT

	CATT

	China Telecom

	Huawei

	Hisilicon

	OPPO

	ZTE

	

	

	

	


