3GPP TSG-SA3 Meeting #96 Ad-Hoc
S3-193425
Chongqing, China, 14 – 18 October 2019










revision of S3-19xabc
Source:
Nokia, Nokia Shanghai Bell
Title:
Threats and Requirements for Key Issue #24
Document for:
Approval

Agenda Item:
5.13
1
Decision/action requested

SA3 is kindly asked to approve the proposed threats and requirements for key issue #24 in TR 33.848.
2
References

[1]
3GPP TR 33.848 v0.3.0c, Study on Security Impacts of Virtualisation
3
Rationale

This pCR proposes the threats and the requirements for key issue #24.
4
Detailed proposal

*************** Start of the Change ****************

5.25
Key Issue 24: Data synchronicity through network

5.25.1
Key issue detail

In 3GPP networks there are many defined message flows between Network Functions.  For example, during the authentication procedure, a known series of messages will pass between the SEAF and AUSF and the AUSF and the UDM.  In a virtualised environment, flexible and low cost (both in money and resource terms) security monitoring agents (see ETSI TS NFVSEC 013 [12]) can be easily inserted around multiple VNFs across the network, which could allow an attacker to identify the different messages making up a single procedure.  Therefore, it may be possible to identify the same data in different signalling messages and to take action based on this information, potentially elsewhere in the network.  This is in contrast to legacy PNF networks where it is very difficult to monitor many points in the network in parallel or to take a snap shot of the memory state of a large number of PNFs.

5.25.2
Security threats

When security monitoring agents are deployed around or within virtualized 3GPP NFs, without appropriate protection, an attacker with access to the security monitoring agents could gain internal information of the virtualized 3GPP NFs and see the same data of a user on multiple interfaces as it moves through the network, correlate signalling and take action based on this for launching attacks. The data leaked to compromised security monitoring agents could even expose the privacy of users. 
5.25.3
Potential security requirements

Solutions to key issue 24 should increase assurance that virtualized 3GPP NFs are protected from being attacked via security monitoring agents compromised by attackers. Solutions to this requirement are expected to be handled outside 3GPP.
The traffic data monitored by security monitoring agents should be restricted to those for security analytics and detection purpose only. Non-relevant data shall not be collected by security monitoring agents.
*************** End of the Change ****************

