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1
Decision/action requested

SA3 is kindly asked to approve the proposed threats and requirements for key issue #22 in TR 33.848.
2
References

[1]
3GPP TR 33.848 v0.3.0c, Study on Security Impacts of Virtualisation
3
Rationale

This pCR proposes the threats and the requirements for key issue #22.
4
Detailed proposal

*************** Start of the Change ****************

5.23
Key Issue 22: MANO Single Point of Failures

5.23.1
Key issue detail

The NFV Management Network Orchestration functions (MANO) are responsible for on-boarding, instantiation and life cycle management of all VNFs within a virtualised network. Combined with 3GPP layer OSS/BSS functions they control all VNFs and indirectly (via the hypervisor or hosts) can access all data within those VNFs, unless specially protected. Compromising MANO would effectively compromise all VNFs (to a much less extent the same applies to the OSS/BSS). Therefore, for 3GPP NFs to be secure, 3GPP NFs need to have minimum security guarantees from MANO and be designed to be resistant to compromise of the underlying MANO system.

5.23.2
Security threats

Without appropriate protection, virtualized 3GPP NFs could be compromised (forged/tampered/terminated) by an attacker with access to MANO system.
Without appropriate protection, the data within virtualized 3GPP NFs could be eavesdropped or tampered by an attacker with access to MANO system.
Without appropriate protection, virtualized 3GPP NFs may receive wrong or no management information from OSS/BSS or EM which is misled by a compromised MANO system.
5.23.3
Potential security requirements

Solutions to key issue 22 should increase assurance that virtualized 3GPP NFs are protected from being attacked via MANO system compromised by attackers. Solutions to this requirement need to be defined both inside and outside 3GPP.
*************** End of the Change ****************

