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1
Decision/action requested

Approve this contribution to as a new key issue in TR 33.819.
2
References

3
Rationale

Perfect forward secrecy (PFS) provides data protection against future compromises of secret keys. This feature is especially beneficial to 3GPP systems where the adversarial may evesdrop and record interested/sensitive communications but wait for decryption when compromised key available in the future. 
As a comparison, the LTKUP study addresses the Long Term Key (LTK) leakage issue in 3GPP. One of the solutions in LTKUP study proposes to update LTK between USIM and HSS (UDM) regularly. The solution can mitigate the damage of LTK leakage, however it does not provide session-based PFS protection. 
The intention of this study is to investigate whether the PFS feature is suitable for 3GPP systems or the current release (R16). Also the outcome of the study may not necessarily lead to normative work. If the group decide not to go for normative work, it is still benefitial to document the relevant analysis and justifications, serving as a good reference for the network operations. 

4
Detailed proposal

pCR

***
BEGINNING OF CHANGES
***
5.1.X
Key Issue #X: Key issue on perfect forward secrecy
5.1.X.1
Key issue details

Perfect forward secrecy (PFS) provides data protection against future compromises of secret keys. It is usually achieved by generating a unique session key for every session, and the compromise of a single session key will not affect any data exchanged in the past and in the future. This feature is especially beneficial to 3GPP systems where the adversarial may evesdrop and record interested/sensitive communications but wait for decryption when compromised key available in the future. 
In this key issue, it is proposed to study how this nice feature, the forward secrecy, can be provided efficiently in 5G systems in R16. 

5.1.X.2
Security threats

The adversarial may record encrypted communications between UE and a serving network. Once a secret key is compromised, e.g. KAUSF and KAMF, or KAUSF and K/updated K at USIM/UDM, the adversarial will be able to decrypt the recorded communication. 
5.1.X.3

Potential Security requirements



The forward secracy of session keys shall be supported by 5G systems. 
***
END OF CHANGES
***
