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1
Decision/action requested

This contribution proposes a solution for protecting the traffic at the V2X PC5 traffic at the PDCP layer
2
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3
Rationale

There is a need to protect both signalling (both PC5-S and PC5-RRC) and user data over the PC5 interface. Since the endpoints of the PC5-S signalling, PC5-RRC signalling and PC5 user data are the same, it is proposed to use just one security layer, i.e. at the PDCP layer, similar to the one for ProSe in TS 33.033 [2]. One open issue in RAN currently is whether to send PC5-S signalling inside PC5-RRC signalling or not. This means that the number of LCIDs to assign for protected signalling is still FFS. Also, the allocation of LCIDs to different bearers is FFS. The solution follows the protection in ProSe [2] where appropriate.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
6.Y
Solution #Y: Protecting the traffic at the PDCP layer
6.Y.1
Introduction

This solution addresses part of key issue #2 on security for eV2X unicast messages over PC5. In particular, the solution covers the protection at the PDCP layer of signalling and user plane traffic over the PC5 interface and is based on the solution for ProSe in TS 33.303 [6].
6.Y.2
Solution details

6.Y.2.1
General

Protection for the signalling and user plane data between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established, may be sent with no protection. 

All other signalling messages are integrity protected and may be confidentiality protected except the Direct Security Mode Command which is sent integrity protected only.

It is necessary to allocate LCID for bearers that carry signalling messages that are not protected, a bearer to carry Direct Security Mode Command and Direct Security Mode Complete messages, bearers for other signalling messages that are confidentiality and integrity protected and the user plane bearers.
6.Y.2.2
Integrity protection

V2X UEs implement NIA0, 128-NIA1 and 128-NIA2 and may implement 128-NIA3 for integrity protection of the relevant bearers
These integrity algorithms are as specified in TS 33.501 [8] and are used with the following modifications;

-
The key used is PIK;

-
Direction is set to 1 for direct link signalling transmitted by the UE that sent the Direct Security Mode Command for this security context and 0 otherwise;

-
Bearer[0] to Bearer[4] are set to LCID; 

-
The least significant bits of COUNT[0] to COUNT[31] are filled with Counter and the remaining bits should be filled with some part of KD-sess ID (or equivalent parameter). 
The receiving UE ensures that received messages are not replayed.

6.Y.2.3
Confidentiality protection

V2X UEs implement NEA0, 128-NEA1 and 128-NEA2 and may implement 128-NEA3 for ciphering of one-to-one traffic.

These ciphering algorithms are as specified in TS 33.501 [8] and are used with the following modifications;

-
The key used in PEK;

-
Direction is set as for integrity protection (see 6.5.6.2);

-
Bearer[0] to Bearer[4] are set to LCID; 

-
The least significant bits of COUNT[0] to COUNT[31] are filled with Counter and the remaining bits should be filled with some part of KD-sess ID (or equivalent parameter). 
6.Y.2.4
Security contents in the PCDP header

The Key ID and Counter parameters are carried in the PDCP header, along with any MAC that is needed for integrity protection. Key ID is used to signal which security context is being used and may be part of KD-sess ID.  
This is illustrated in the Figure 6.5.6.4-1.
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Figure 6.5.6.4-1: Security contexts of the PDCP header for one-to-one communications

If the configuration is not to use any PDCP protection for one-to-one communication user plane bearers, then the UE sets the values of the security information (Key ID and Counter) to zero in the header of the user plane PDCP packets.

For the signalling messages that are not protected, the Key ID and Counter in PDCP format are set to zeros in the header of the PDCP packet.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** END OF CHANGES ****
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