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1. Overall Description:
SA3 would like thank RAN2 for asking questions. SA3 has discussed the questions and would like to give following answers.

Question 1: 
For NR SL unicast, groupcast and broadcast communication, is AS-layer ciphering and deciphering for user plane data needed between the UEs? If yes, what security-related fields are needed to be carried in the PDCP PDU?
Answer 1: 
For unicast, depending on the requirements of each V2X application, AS-layer ciphering can be configured. 
For unicast, different PC5 unicast links can be identified using different pairs of source Layer-2 ID and destination Layer-2 ID. Also, different SLRBs can be identified using different SLRB IDs in lower layers. As a result, like PDCP PDUs for Uu interface, it may be enough for headers of PDCP PDUs for PC5 interface to include only SN for ciphering and deciphering purpose. In addition, there will need to be a value to identify the security context/keys used to protect the traffic (as an example see TS 33.303) as SA3 assume that it is possible to change keys without pausing the User Plane (note: this is unlike Uu where AS layer keys only change with a handover). It is also assumed that there is Bearer ID/LCID for each distinct bearer that can also be used as input to the ciphering/integrity algorithms.
For groupcast, ciphering is not needed.
For broadcast, ciphering is not required. It is assumed that traffic over this broadcast mode is for safety purpose, and needs to be available to any entity.  

Question 2: 
For NR SL unicast and groupcast communication, is AS-layer integrity protection and integrity verification for user plane data needed between the UEs? If yes, what security-related fields are needed to be carried in the PDCP PDU?
Answer 2: 
[bookmark: _GoBack]For unicast, depending on the requirements of each V2X application, AS-layer integrity protection can be configured. When integrity protection is configured, MAC-I needs to be included into PDCP PDU. Also, PDCP PDU needs to carry SN along with the Key ID mentioned in answer 1, when integrity protection is configured.
For groupcast, AS-layer integrity protection is not needed.

Question 3: 
For NR SL broadcast communication, RAN2 assumes that AS-layer integrity protection and integrity verification for user plane data is not needed, RAN2 kindly ask SA3 to confirm whether it is the correct understanding?
Answer 3: 
SA3 confirms the RAN2’s assumption. For eV2X, it is assumed that applications of similar characteristics as had been identified for LTE V2X will use broadcast mode. Thus, for broadcast, V2X applications on top of NR V2X layer may use its own mechanism for integrity protection.

Question 4:
In NR Uu PDCP-SN-Size can be 18bits and 12bits for DRB. RAN2 assumes 18bits are used for the data radio bearers of NR SL unicast, groupcast and broadcast cases, and the feasibility to reuse 12bits Uu PDCP-SN-Size for SL unicast is FFS. 
· Q4.1：RAN2 kindly ask SA3 that for NR SL unicast, groupcast and broadcast communication, is there any concern to reuse 18 bits PDCP-SN-Size for security function (e.g., to derive Counter value)?
· Answer 4.1: 
No. SA3 has no issue with this value.
· Q4.2：Based on RAN2 assumptions, is there any concern if we also use 12bits in addition to 18bits PDCP-SN-Size for security function for NR SL unicast communication only?
· Answer 4.2: 
No. SA3 has no issue with this value. However, it should be noted that a rekeying would be needed before the counter wraps around, which may happen more often with 12-bits compared to 18-bits for PDCP-SN.

2. Actions:
To: RAN2
ACTION: 	SA3 respectfully asks RAN2 to take the above information into account in their further work.

3. Date of Next TSG-SA3 Meetings:
3GPP SA3 #97	18 - 22 November 2019		Reno, USA
3GPP SA3 #98	10 - 14 February 2020			TBD, China



