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1
Decision/action requested

SA3 is kindly asked to approve the proposed clarifications to TR 33.818 clause 5.2.5 Generic virtualized network product model description.
2
References

[1]
3GPP TR 33.818 v0.4.0, Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

This pCR proposes some clarifications to TR 33.818 clause 5.2.5 Generic virtualized network product model description. Two editor’s notes on mapping of ETSI NFV interface and 3GPP interface are resolved by adding more specific clarifications for the relevant interfaces.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

Editor’s Note: This clause will outline that the present document contains references. 

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.


[1]  3GPP TR 33.916: "Security Assurance Methodology (SCAS) for 3GPP network products"


[2]  3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes"


[3]  3GPP TR 33.117: "Catalogue of general security assurance requirements"


[4]  3GPP TR 21.905: " Vocabulary for 3GPP Specifications"

[5] 3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualized network functions"

[6] ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement"

[7] GSMA Network Equipment Security Assurance Scheme – Vendor Development and Product Lifecycle Requirements and Accreditation Process
[8] ETSI GR NFV-SEC 007: "Functions Virtualisation (NFV); Trust; Report on Attestation Technologies and Practices for Secure Deployments"
[9]3GPP TR 33.848: "Study on security impacts of virtualisation"
[10] 3GPP TR 33.805: "Study on security assurance methodology for 3GPP network products (Release 12) "
[11] ETSI GS NFV002: "Network Functions Virtualisation (NFV); Architectural Framework"
[x] ETSI GS NFV-IFA008: "Network Functions Virtualisation (NFV); Management and Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification"
[y] ETSI GS NFV-IFA019: "Network Functions Virtualisation (NFV); Acceleration Technologies; Acceleration Resource Management Interface Specification"
*************** Start of the 2nd Change ****************

5.2.5 Generic virtualized network product model class description

5.2.5.1 Introduction
According to the definition of virtualized network product class, a virtualized network product class is the class of products that implement 3GPP defined network functionalities running on Network Function Virtualisation Infrastructure (NFVI). There are three types of the classes that are described in clause 4.0.1. The generic virtualized network product model classes are described in the following clauses.
5.2.5.2 Generic virtualized network product model of type 1
For the virtualized network product class type 1 (i.e. implementing 3GPP defined functionalities only), the following figure 5.2.5.2-1 depicts the components of a generic network product model at a high level.
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Figure 5.2.5.2-1 GVNP model 
Editor’s Note: How to involve containers into this model is FFS. 
Editor’s Note: The figure needs to be updated. 
The components in the figure 5.2.5.2-1are further described in the following subclauses.
5.2.5.2.1 Functions defined by 3GPP
For a generic virtualized network function, it will implement 3GPP-defined functions. Unlike a generic physical network product, a 3GPP-denfined function can be deployed in multiple VMs and the features supported in different VMs of the GVNP  are up to the implementation of vendors.
To maintain generality and avoid overlap, the GVNP SCAS intends to explicitly address all GVNP functions that, if present in a GVNP, need to be evaluated and hence covered by the requirements in the GVNP SCAS.
5.2.5.2.2 Other functions
A GVNP will also contain functionalities not or not fully covered in 3GPP specifications. 

Examples include, but are not limited to, remote management functions.
5.2.5.2.3 Operating system (OS)
The present document assumes that the functions of GVNP are implemented on multiple VMs. Each VM which is running on a common platform requires a guest operating system to run. 
5.2.5.2.4 Interfaces
Compared to generic physical network product, GVNP has also two types of logical interface, i.e. executive environment interfaces and remote logical interfaces. 
The remote logical interfaces are interfaces which can be used to communicate with the GVNP from another network node and also include the remote access interfaces to the GVNP for its maintenance through e.g. an Element Management System (EMS), a Virtualised Network Function Manager (VNFM).
A GVNP type 1 hosts the following remote logical interfaces:
-
Service interfaces that are defined in pertinent 3GPP specifications
-
Service interfaces that are not defined by 3GPP

-
Remote OAM interface

-
EMS (Element Management System) interface
-
Interface defined by ETSI NFV specifications [11] [x]:
- Interface between VNF and VNMF for  GVNP lifecycle management, configuration information exchange, state information exchange necessary for network service lifecycle management, etc.


A GVNP type 1 hosts the following executive environment interface:
-
Interface towards the underlying virtualization layer for execution environment provision
5.2.5.3 Generic virtualized network product model of type 2
For the virtualized network product class type 2 (i.e. implementing 3GPP defined functionalities and virtualisation layer), the following figure 5.2.5.3-1 depicts the components of a generic network product model at a high level.
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Figure 5.2.5.3-1 GVNP model
Editor’s Note: How to involve containers into this model is FFS. 
Editor’s Note: The figure needs to be updated. 
Compared to the GVNP model of the type 1 in the figure 5.2.5.2-1, the GVNP model of the type 2 in the above figure has virtualised layer in addition to 3GPP VNF. The VMs which deploy VNFCIs can be deployed in the multiple hosts, so there may be more than one instance of virtualisation layer that provide virtualisation resource for VNF. For simplicity, only one instance of virtualisation layer is shown in the figure 5.2.5. 3-1. The components in the figure 5.2.5. 3-1 are further described in the following subclauses.
5.2.5.3.1 Functions defined by 3GPP
All text from clause 5.2.5.2.1 applies to functions defined by 3GPP in the figure 5.2.5. 3-1.
5.2.5.3.2 Other functions
All text from clause 5.2.5.2.2 applies to other functions in the figure 5.2.5. 3-1.
5.2.5.3.3 Operating system (OS)
Besides guest OS described in the figure 5.2.5. 3-1, there also has host OS that is included in virtualisation layer and run on common hardware (e.g. x86 server). 
Editor’s Note: Whether the host OS is part of virtulisation layer needs to be clarified. 
5.2.5.3.4 Virtualisation layer
The virtualisation layer in a GVNP abstracts the hardware resources and decouples the VNF software from the underlying hardware. It provides the virtualisation resources (e.g. virtualized CPU, virtualized memory etc.) and the execution environment for the network functions of VNF [11]. 
5.2.5.3.5 Interfaces
All remote logical interface from clause 5.2.5.2.4 applies to interfaces of GVNP for the type 2. In addition, it has the following interface defined by ETSI NFV specifications [11][y]:
- Interfaces between the virtualization layer and VIM for virtualisation resource allocation, synchronization of virtualized resource state information, and hardware resource configuration and state information (e.g. events) exchange


A GVNP type 2 hosts the following executive environment interface:
-
Interface towards the underlying hardware layer for execution environment creation
*************** End of the Change ****************

