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1
Decision/action requested

Approve the following changes to Section 5.20 of TR 33.848
2
References

None
3
Rationale

There are currently no potential security requirements for Key Issue 19.  This document adds some.
4
Detailed proposal

5.20
Key Issue 19: Time Manipulation

5.20.1
Key issue detail

A fundamental problem with all virtualised implementations is that VMs and VNFs have trouble accurately telling the time and generating entropy. Unlike a PNF which can easily be designed to have direct access to a physical clock, a VM’s view of time is only virtual. 

If an attacker, hypervisor administrator, or in some scenarios a malicious VM on the same host is able to manipulate the virtual CPU clock then is it possible to manipulate cryptographic algorithms, key generation or other processes which are highly time dependent. Such manipulation may involve stretching the shape of clock cycles rather than simply increasing or decreasing their frequency.

Turning on secure time services on most OS / VM environments results in improved jitter but introduces larger offsets from actual real-time. These offset and jitter figures are larger than the 5ms maximum end to end delay figures for low delay 3GPP 5G services.

ETSI GR NFV-SEC 016 [9] provides more detailed discussion on timing issues with virtualised environments

Editor’s Note: Need to add reference to background research, NFV SEC timing papers and attack papers.
5.20.2
Security threats
5.20.3
Potential security requirements

A Network Function shall only use trusted network time servers.  Solutions to this requirement may be required both inside and outside 3GPP.

The 3GPP system shall be able to detect and log time changes of a VNF. Solutions to this requirement required both inside and outside 3GPP.
