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1	Decision/action requested
Approve the proposed PCR to the Draft CR in S3-193394
2	References
[1] 	3GPP TS 33.501
3	Rationale
This contribution proposes comments and corrections to Draft for ‘proposed structure for network slice security procedures’ in S3-193394, Steps 13 and 14 of the call flow description.  
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x	Security procedures for network slices
x.x.1 General
This clause specifies the security procedures for network slices. A UE shall be authenticated and authorized for accessing a network slice. Unauthorized UEs shall be prohibited from accessing a network slice. 
x.x.2 Authentication and Authorization for network slice access
UE is authenticated and authorized for services to network slices during the primary authentication procedure. At the end of a successful primary authentication of the UE, the S-NSSAIs of the network slices where the UE is authorized for services are returned to the SEAF/AMF as allowed S-NSSAIs for the UE. Authorized list of allowed S-NSSAIs shall be part of the active UE context. Any request by the UE to connect and avail the services of a network slice, which the UE is not authorized, shall be rejected by the AMF/SMF. In addition to the primary authentication and authorization, if a network slice requires slice specific authentication and authorization, that shall be indicated along with the network slice S-NSSAI, in the subscription details of the UE returned from AUSF/UDM to the AMF/SEAF. Based on the slice specific authentication and authorization indication, AMF shall trigger a network slice specific EAP authentication procedure as detailed below. 
x.x.3 Network Slice specific authentication and authorization
Network slice specific authentication and authorization of a UE is performed after the successful primary authentication of the by the HPLMN. During the initial attach process of the UE, the primary authentication and slice specific authentication and authorization are done sequentially so that the UE is able to connect to the network and access the Network Slices if it is allowed in its subscription. Since the UE is able to connect to the network over multiple access types to 5GC, e.g. 3GPP access and non-3GPP access, the UE may access network and network slices, over both access types. It shall be possible to restrict the access to a particular network slice, to specific access network types such as 3GPP access or non-3GPP access.
The steps involved in network slice specific authentication and authorization are described below.









Figure X-1: Network slice specific authentication and authorization

Editor’s Note: Placement of AAA-Proxy in the AUSF is pending confirmation with SA2.

Step 1: UE sends Registration Request to the network. UE will include the list of NSSAIs corresponding to the network slices it is interested in to get authenticated and authorized for access and service.

Step 2: If the UE is not already authenticated, The UE and the network completes Primary authentication of the UE, either using the 5G AKA procedure or EAP-AKA’ procedure. At the end of a successful primary authentication, the AMF will have a list of allowed NSSAIs for the UE in the AMF from the AUSF, based on the subscription information available in the UDM. If the UE is already authenticated and if a valid NAS context exist in the AMF, the slice specific authentication procedure begins with step 5. 

Step 3: At the end of a successful primary authentication procedure, AMF sends Registration Accept message to the UE. Based on the subscription information received from the UDM/AUSF, the message will contain all the allowed NSSAIs except the ones which require Slice specific authentication.

Step 4: UE sends Registration Accept message, indicating the successful completion of primary authentication.

Steps 5-10: If the UE had indicated its support for Network Slice-Specific Authentication and Authorization Procedure in the UE MM Core Network Capability in Registration Request, based on the subscription information received from AUSF/UDM, the AMF initiates slice specific authentication, for all the slices which require slice specific authentication. The EAP based authentication is performed over secure NAS transport messages for the slice specific authentication and authorization.

Step5: AMF sends EAP Identity Request to the UE corresponding to the NSSAI of the network slice, to initiate slice specific authentication.

Step6: UE responds with EAP Identity Response message for the requested NSSAI by the AMF.

Step7: The AMF sends Authentication Request to the home AUSF of the UE which acts as the AAA proxy for the AAA server of the network slice to authenticate the UE. The message will contain the EAP Identity received from the UE. The AAAproxy in the AUSF routes the Authentication Request to the AAA server which serves the Slice.

Step8: UE and AAA server exchanges EAP Request/Response messages for the authentication via the AUSF and the AMF. There may be multiple exchanges based on the particular configuration of the AAA server.

Step 9: The AAA sends EAP success for the EAP user identity, if the challenge-response verification succeeds. Otherwise EAP failure is sent. It is also possible that because of the load conditions the AAA server may not be able to successfully complete the EAP procedure and an EAP reject is sent with an appropriate error code.

Step 10: The AMF records the success or failure of the EAP authentication for the Slice represented by the NSSAI, and forwards the EAP success or failure to the UE.

Step11: The AMF repeats (steps 5-10) for the slice specific authentication and authorization for all the slices one by one in the subscription list from the AUSF, that a slice specific authentication is required for the UE to access these slices.

Step 12: Once the Slice-Specific Authentication is completed for all S-NSSAIs, depending on the result of Slice-Specific Authentication, the AMF may trigger a UE Configuration Update procedure to deliver a new list of Allowed NSSAIs.

Note: The UE Configuration Update procedure may also deliver a new list of Rejected NSSAI.

Step 13: The UE may do a Registration Request over another access type protected using the available common NAS security context established over the first access type. The UE waits for the completion of the Slice-Specific Authentication procedure over the first access before performing a Registration procedure over the second access type. AMF decides to skip a new Primary authentication over the second access type.

Step 14: AMF skips slice specific authentication and authorization if the UE requests network slices that are subjects to slice specific authentication and authorization and are already authenticated over the first access type. AMF returns the slices for which slice specific authentication and authorization was successful over the first access type in a new Allowed NSSAI in the Registration Accept over the second access type. AMF returns the slices for which slice specific authentication and authorization failed over the first access type in a new Rejected NSSAI list in the Registration Accept over the second access type. For other slices that are subjects to slice specific authentication and authorization and are not already authenticated over the first access type, the AMF repeats the steps 5-12 over the second access type.

The AAA server may decide to re-authenticate and re-authorize the UE at any time. The re-authentication and re-authorization procedure is based on the solution specified in TS 23.502 [4]. In that procedure, the AAA server sends a request to re-authenticate and re-authorize the UE for a given S-NSSAI to the serving AMF via the AAA proxy in the AUSF. The AMF triggers a slice specific authentication and authorization of the UE for the S-NSSAI corresponding to the network slice.  If there is an AN access type restriction exists for accessing the network slice, the AMF shall select the corresponding AN access type, to trigger the slice specific authentication and authorization. 
The AAA server may decide to revoke the authorization of the UE at any time. The revocation procedure is based on the solution specified in TS 23.502 [4]. In that procedure, the AAA server sends a request to revoke the authorization of the UE for a given S-NSSAI to the serving AMF via the AAA proxy in the AUSF. Then the AMF updates the UE configuration to remove the S-NSSAI from the Allowed NSSAI for the access used to register for that S-NSSAI. The difference in this solution is that AMF needs to update the UE configuration to remove the S-NSSAI from the Allowed NSSAI for both accesses i.e. trigger a UE Configuration Update procedure for each access.
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