3GPP TSG-SA WG3 Meeting #96Ad Hoc	 		S3-193648
Chongqing (China) 10 - 14 October 2019

Title:	[draft]LS on the procedure of Secondary authentication
Release:	Rel-15 
[bookmark: _GoBack]Work Item:	eNS_SEC

Source:	China Mobile(replaced by SA3 if approved)
To:	SA2
Cc:	
Contact Person:	
Name:	Xiaoting Huang
Tel. Number:	
E-mail Address:	huangxiaoting@chinamobile.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:


1. Overall Description:
SA3 has noticed that the procedures of secondary authentication are defined both in TS23502 and TS33501 and they may not comply with each other. The steps are listed to make comparison in one table and the similar steps are put in the same row. There may be two possibilities of the comparison because of different understanding of the procedures. SA3 would like to inform SA2 that there are some differences that need clarification for both comparison possibilities.

First comparison possibility:

	SA2
	SA3
	problems

	2. …When available, the SMF provides the GPSI in the signalling exchanged with the DN-AAA….
	8. … The H-SMF notifies the DN-AAA server with the GPSI, if available, and the IP/MAC address of the UE allocated to the PDU Session and the MAC address if the PDU session is of Ethernet PDU type….
	

	3a.DN-AAA server sends an Authentication/Authorization message towards the SMF
	none
	Mismatch 

	3b-3c. Transfer of DN Request Container information received from DN-AAA towards the UE.
3d-3f.	Transfer of DN Request Container information received from UE towards the DN-AAA.

	9. The H-SMF shall send an EAP Request/Identity message to the UE.
10-12 The UE shall send an EAP Response/Identity message to the DN AAA Server.
	①Does the Authentication/Authorization message shown in step 3b-3c of SA2 refer to the EAP Request/Identity message shown in step 9 of SA3?
②Does the authentication message contained in DN Request Container shown in step 3d-3f of SA2 refer to the EAP Response/Identity message contained in DN Request Container shown in step 12 of SA3?

	none
	13.The DN AAA server and the UE shall exchange EAP messages, as required by the EAP method, contained in the SM PDU DN Request Containers.
	mismatch

	4.The DN-AAA server confirms the successful authentication/authorization of the PDU Session.
	14. DN AAA server shall send EAP Success message to the H-SMF.
	

	
	
	





Second comparison possibility:

	SA2
	SA3
	problems

	2. …When available, the SMF provides the GPSI in the signalling exchanged with the DN-AAA….
	8. … The H-SMF notifies the DN-AAA server with the GPSI, if available, and the IP/MAC address of the UE allocated to the PDU Session and the MAC address if the PDU session is of Ethernet PDU type….
	

	
none
	9-12. The H-SMF shall send an EAP Request/Identity message to the UE. The UE shall send an EAP Response/Identity message to the DN AAA Server.(To avoid the additional round-trip in steps 9 and 10, the secondary authentication identity may be sent by the UE in initial PDU session establishment  request)
	In SA3, DN-AAA exchanges EAP messages based on the received identity obtained from the UE. The identity is not restricted to GPSI.
In SA2, DN-AAA exchanges EAP messages after receiving the GPSI. Does DN-AAA exchange authentication messages with UE based on the received GPSI? If so, does this imply that GPSI is used  to be as or to map the identity in DN-AAA?

	3a-3c.DN-AAA server sends an Authentication/Authorization message towards the UE.
3d-3f.	Transfer of DN Request Container information received from UE towards the DN-AAA.
	13.The DN AAA server and the UE shall exchange EAP messages, as required by the EAP method, contained in the SM PDU DN Request Containers.
	

	4.The DN-AAA server confirms the successful authentication/authorization of the PDU Session.
	14. DN AAA server shall send EAP Success message to the H-SMF.
	



SA3 would like SA2 to response which comparison is correct and to the related problems.
SA3 would like to inform SA2 that the identity used for secondary authentication is not restricted to GPSI nor mapping with GPSI. The Authentication/Authorization message shall be exchanged after the identity is sent to DN-AAA from UE. 

2. Actions:
ACTION: About the secondary authentication procedure defined in TS 23.502 clause 4.3.2.3, SA3 kindly ask SA2 to make sure whether DN-AAA exchanges authentication messages with UE based on the received GPSI? If so, does this imply that GPSI is used to be as or to map the identity in DN-AAA?.

SA3 would like to inform SA2 that the identity used for secondary authentication is not restricted to GPSI nor mapping with GPSI. The Authentication/Authorization message shall be exchanged after the identity is sent to DN-AAA from UE. 
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