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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Study on EPS AKA and EAP-AKA privacy enhancement in EPS
Acronym: FS_EPE
Unique identifier: 
{A number to be provided by MCC at the plenary} 
Potential target Release: {Rel-17}. 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one, such as preceding SI or a preceding WI (e.g. if further enhancing a feature).}
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 


Dependency on non-3GPP (draft) specification: 
{This section is to be typically used to identify the IETF dependencies. Delete the header "Dependency on non-3GPP (draft) specification:" if no such dependency.}

3
Justification

Access authentication in EPS is based on EPS AKA in 3GPP access and EAP-AKA/EAP-AKA’ in non-3GPP access. These protocols make use of the International Mobile Subscriber Identity (IMSI) as the permanent identity in the authentication exchange. The IMSI is a unique identifier that can be used to track device movement. 

In 3GPP access, a Globally Unique Temporary Identity (GUTI) is allocated to a UE in order to support the subscriber identity confidentiality. In non-3GPP access, EAP-AKA/EAP-AKA’ privacy protection is enabled through the use of the pseudonym identity and fast re-authentication identity. EAP-AKA/EAP-AKA’ protocol provides a way to hide the identity (RFC 4187 Section 12.1) using a “pseudonym” on all but the first authentication exchange. 

In 3GPP access, the MME allocates the GUTI to the UE. The MME may initiate the GUTI Reallocation procedure to reallocate the GUTI at any time when a signalling association is established between UE and MME. The GUTI Reallocation procedure allocates a new GUTI to the UE.

In non-3GPP access, the server generates a pseudonym for the client, associates it with the IMSI, and securely transmits the “next pseudonym” for the client to use on its next authentication attempt. The client remembers the pseudonym, and from that point forward, the client continues to use the pseudonym and not the IMSI. 

As a result of these procedures, any device that passively sniffs wireless traffic after the first exchange does not see the IMSI. Unfortunately, that is not the case with an active attacker. 

Although the above mitigations increase privacy protection, there are scenarios in which the UE is obligated to reveal the IMSI in the clear. The UE sends the permanent identity in the clear in following circumstances:

· In 3GPP access, whenever the user cannot be identified by the serving network based on the GUTI by which the user identifies itself on the radio path, the user identification mechanism should be invoked in order to retrieve the IMSI.

· In non-3GPP access, when the EAP client does not have the pseudonym or fast re-authentication identity, or when the EAP authentication server does not recognize the pseudonym presented by the EAP client and requests the permanent identity.

Because the permanent identity never changes, revealing it would help to gather information on the identity and location of the user. It is important to provide an identity privacy support mechanism that ensures the authentication exchange never reveals the IMSI to passive or active attackers.

The purpose of this study is to present potential protocol enhancements to protect the IMSI in these scenarios. Protecting the IMSI against untrusted exposure is important to protect user privacy.

4
Objective

Study the potential threats and privacy issues caused by revealing the IMSI in EPS AKA and EAP-AKA/EAP-AKA’ for access authentication in EPS.
Identify potential solutions for mitigating the risks caused by revealing the IMSI in EPS AKA and EAP-AKA/EAP-AKA’ for access authentication in EPS.

Related LI considerations should be taken into consideration.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.xxx
	Study on EPS AKA and EAP-AKA privacy enhancement in EPS
	TSG#87

March 2020
	TSG#88

June 2020
	Ivy Guo, Apple, ivy_guo@apple.com:




{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}
{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	{E.g. "22.281"}
	{Possible values: 

- either free text (e.g. “CS aspects to be removed") 
- or “Specification to be withdrawn”}
	{E.g. "TSG#89"}
	{Free text}
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Work item Rapporteur(s)
Ivy Guo, Apple, ivy_guo@apple.com

7
Work item leadership

SA3

8
Aspects that involve other WGs
None identified yet.

9
Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	Apple

	Google

	AT&T

	Verizon UK Ltd

	Accuris Networks

	Charter Communications

	Cablelabs

	ARTICLE19

	Sprint

	Comcast

	Broadcom

	

	


