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1
Decision/action requested

It is recommended to approve the proposal for an AKMA reference model for the AKMA architecture.
2
References

[1]
S3-193178

[2]
3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G. 

3
Rationale

The normative work item proposal [1] for AKMA was approved in the last SA3#96 meeting including a few conclusions about the architecture and key hierarchy. This contribution proposes a reference model for the AKMA architecture. 
4
Detailed proposal

***
BEGIN CHANGES
***
4
AKMA Architecture

4.B
Reference model

Editor’s Note: This clause needs further details. 
Figure 4.B-X shows a reference model for AKMA. The AKMA Architecture includes the following functions:


1) The UE supporting the AKMA feature


2) An AKMA Application Function (AApF) which after the AKMA procedures shares the AKMA application function key (KAF) with the UE 


2) An AKMA Anchor Function (AAnF) which is an anchor function deployed in the HPLMN for the generation of the AKMA anchor key (KAKMA) as well as the AKMA application function keys (KAF).

AKMA includes the necessary procedures for the mutual authentication between a UE and the AAnF as well as the necessary key establishment (KAKMA and KAF). 

The AAnF is assumed to be a NF which exposes SBA interfaces towards the AApF and uses SBA interfaces of the AUSF for the purposes of the AKMA procedures.

Figure 4.B-X shows A1, A2, A3 are reference point interfaces for the purpose of presenting the overall AKMA architecture and scope. Interface A3 is a reference point interface while interfaces A1 and A2 are SBA interfaces. 

Editor’s Note: The provider of the SBA interfaces A1 and A3 is FFS. 
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Figure 4.B-X: Reference model for AKMA
***
END CHANGES
***
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