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1
Decision/action requested

This discussion paper argues that the CT1 proposal to use only half the MAC size for service requests for 5G-CIoT is ill-advised.
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3
Rationale

SA3 has received and LS in [1] from CT1. 
CT1 has discussed a proposal of applying a short 16-bit, equal to 2 bytes, MAC-I  instead of a regular 32-bit MAC-I to protect the integrity of a Control Plane Service Request (CPSR) NAS message sent by the UE to the AMF. The question to SA3 is as follows:

Q2: Would it be acceptable to apply a 2-bytes MAC to the CPSR message which carries user data?
3.1
Is a Lower Security Level for Control Plane Service Request Acceptable?
3.1.1
Background 
3.1.1.1
32-bit Integrity Protection in 5G
Already in LTE, and now 5G Rel-15, integrity protection has been based on 32-bit MACs. This holds for both AS and for NAS. Specifically, the NAS Service Request message is protected in NAS layer by a 32-bit MAC-I. In addition, following a NAS service request procedure, where the core network verified the NAS integrity successfully, a data radio bearer is established.  This requires the gNB to execute an RRC reconfiguration procedure, possibly preceded by an AS security mode command procedure. Both RRC messages from the gNB initiating these procedures are integrity protected using a 32-bit MAC-I.
3.1.1.2
Increased Exposure of the AMF in 5G NB-IoT Rel-16 

The architecture of 5G NB-IoT exposes the AMF to UEs to a larger extent than the regular 5G architecture. The AMF is in 5G NB-IoT the aggregation point for both control plane and user plane data. It also solely responsible for the security of both planes, and it cannot take advantage of being protected by the outermost AS security layer being terminated in a different network entity.

According to TS 23.501, both NB-IoT UE’s Rel-16 and NB-IoT radio access networks connected to 5GC network are mandated to support the Control Plane Optimization solution for 5GS CIoT. If the SMF/AMF determines that only Control Plane 5GS Optimisation shall be used, and informs the UE about the decision, then when the UE initiates a Control Plane Service Request procedure, the network does not establish any data radio bearer for the UE. Consequently, no AS security is established between the UE and the gNB either. The Control Plane Optimization solution for 5GS CIoT hence only rely on the security in the NAS layer to counter threats both to control plane and to user plane.

3.1.1.3
The Case for NB-IoT

The purpose of NB-IoT is to provide reliable wide-area network access and security to devices that transmits little data and do so seldomly. This means that the two core security features required is availability and efficient security.
3.1.2
Analysis

CT1 has defined a new Control Plane Service Request message in NB-IoT in Rel-16. CT1 is now asking whether  the 32-bit NAS security can be reduced to only16 bits for the Control Plane Service Request message in 5GS CIoT Rel-16. Here follows a short analysis of the consequences of such a reduction in security level.
Assume an attacker wants to inject data on behalf of a UE. The attacker could wait until the UE sends data on its own, and try to inject its data over the data bearer the real UE uses. But since this is expected to happen seldomly, the attacker may have to wait for a long time.

Alternatively, the attacker could establish a data radio bearer for the UE and transmit the data there. To achieve this, the attacker behaves differently in 5GS Rel-15 and 5GS Rel-16.

3.1.2.1
Attacker Success Rates in 5GS Rel-15 and 5GS Rel-16

- In legacy 5GS Rel-15, the attacker has to establish a data radio bearer on behalf of a UE first. When the attacker succeeds in getting a NAS Service Request message to pass the AMF integrity check, the AMF would request the RAN to initiate the RRC Reconfiguration procedure with the UE who the request appeared to be from. The reconfiguration is possibly also preceded by an AS security mode command procedure between the UE and the gNB. The UE would likely reject the RRC Reconfiguration procedure because it did not request it being set up. No data radio bearer would be established. 
For the attacker to succeed, it must forge not only the 32-bit NAS MAC-I, but also the 32-bit AS MAC-Is on the RRC Reconfiguration Request and the RRC Reconfiguration Response. Add to this, that also the 32-bit MACs in the RRC Security Mode Command procedure have to be forged by the attacker for if they UE is in IDLE mode. UEs that seldom send data is likely to be in IDLE mode most of the time.
Conclusion: To successfully establish a data radio bearer for a UE in 5GS Rel-15, the attacker would have to forge: a 32-bit NAS MAC-I, two 32-bit AS MAC-Is and possible two more 32-bit AS MAC-Is. This sums up to 96 (160) bits. Even if the attacker repeatedly tries to establish a data radio bearer, its success rate is so small it can be ignored. 
- In 5G NB-IoT Rel-16, the attacker does not need to establish data radio bearer because the data is sent directly over the signalling radio bearer that carries the Control Plane Service Request message. When the attacker succeeds in making the AMF accept a Control Plane Service Request message (integrity check is successful in AMF), then the AMF will directly forward the small data included as SM payload in the Control Plane Service Request to the SMF. The SMF, in turn, forwards the small data to the UPF and further to the application.
Conclusion: In this case the attacker has to forge a single 32-bit NAS MAC-I to inject traffic on the behalf of a UE.Whether the UE is in IDLE mode or not is irrelevant. The attacker would be successful roughly once every 4 billion attempts. This is already a large reduction in security compared to 5GS Rel-15.
3.1.2.2
Further Reduction of Security Level to 16 bits
As discussed above, 5GS Rel-16 substantially reduces the security level compared 5GS Rel-15. Still, a 32-bit MAC‑I requires an attacker to make roughly 4 billion attempts before it can expect to get a data message delivered. This does not appear to be efficient enough to be used for fraud.

However, should the security level be further reduced to 16-bit MAC-Is, then the attacker would succeed once every 65536 attempts on average. This is approaching a level that may already be good enough to exploit. If not today, it is surely conceivable in a not too distant future. 
Similar to e-mail spam, a side effect of these kind of brute force attacks against the NAS MAC-I is that it uses up resources for legitimate users. On the other hand, the attacker does not suffer in particular, and have little incentive to stop because of collateral damage.

It should be noted that the AMF may be able detect a large amount of received Control Plane Service Requests messages using the same 5G-GUTI. It is difficult though for the AMF to detect if the Control Plane Service Request message comes from a real UE or fake UE, especially since the attacker can spoof legitimate UEs as origins for the message and even rotate among the UEs.
4
Conclusions and Detailed Proposal
As discussed above, 5GS Rel-16 NB-IoT reduces the security level for an attacker to inject data on behalf of a legitimate UE from around 96 or 160 bits (depending on how one counts) down to 32 bits. This may be acceptable. 

Further reducing the security level to 16 bits is dubious at best. In light of the discussion to strengthen the requirements on integrity protection for normal use plane traffic in 5G, a reduction to 16 bits would seem odd. Also, taking into account that the NB-IoT system should be a reliable system, accessible virtually everywhere, reducing the security level to such a degree that the system becomes an attractive target, seems to be a step in the wrong direction. 
Because of this, SA3 should recommend and indicate to CT1 to maintain 32-bit MAC-I for NAS messages, including for the Control Plane Service Request message.

