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1
Decision/action requested

It is proposed to approve and add this conclusion to KI #5 to TR 33.861
2
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Rationale

An attacker may learn the first threshold value by doing so the attacker decides when the network tracks per UE. This leads to the fact that a third party can always force the network to track per UE, introducing privacy concerns which is out of the network’s control. This means an attacker can leverage this to compromise UE privacy by ensuring the network always track per UE leading to unnecessary surveillance. In addition, the attacker can force the network to constantly consume more resources by obtaining the count above the first threshold.
It is therefore proposed to rely on existing mechanisms for overload control defined in TS 23.501[1] clause 5.19 and network performance analytics provided by NWDAF as specified in TS 23.288[2] clause 6.6. The 5G system already provides several ways to act against DDoS attacks. The already existing mechanisms may be combined with proprietary solutions for quick and efficient adaption to an ever-changing threat landscape.
4
Detailed proposal

***** Start of Change *****
7.X
Key Issue 5: gNB Protection from CIoT DoS attack
It is recommended to rely on already defined functionality for overload control in TS 23.501 clause 5.19 and network performance analytics provided by NWDAF as specified in TS 23.288 clause 6.6 to address the potential security requirements for this key issue.

It is concluded that for KI#5 no normative work is needed for Rel-16.

***** End of Change *****
