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1
Decision/action requested

This paper proposes to recommend solution #24 to solve KI #11 in TR 33.861.
2
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3
Rationale

This contribution proposes to recommend solution #24 to solve KI #11 in TR 33.861.

The impact of the solution #24 is to require the AMF to establish NAS security with the UE and protect the NAS Redirection message to the UE and the UE to only act based on verifying the integrity of the NAS Redirection message successfully. 

TS 33.501 [8] Rel-16 contains already a solution where the AMF is required to protect NAS messages that modify the CAG list in the UE and the UE to only modify the CAG list based on a successfully integrity protected NAS message. 
Also, the security solution in EPC/LTE requires the MME to establish NAS security with the UE in certain error cases, if feasible, in order to be able to integrity protect Attach Reject and Tracking Area Update Reject messages including reject causes. Requiring the AMF to establish NAS security to protect Registration Reject messages with certain EMM causes, was never an issue in EPC/LTE systems. 

Also, if the Registration Request message is sent with no protection, then the Registration Request message includes a limited number of IE’s that are allowed to be sent without protection. The AMF may need to establish NAS security with the UE anyway in order to request the complete Registration Request message in NAS Security Mode Command.

4
Detailed proposal

It is proposed to add the security solution for using NAS security for protection of NAS Redirection message to TR 33.861 [1]. 

**** START OF CHANGES ****
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

7.x
Key Issue 11: Bidding down attack for NAS based redirection between core networks
Solution #24 is recommended for normative work to support NAS security for protection of NAS Redirection message between 5GS and EPC.

**** End of Changes ****
