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1
Decision/action requested

This pCR proposes a security issue on 5G paging enhancement.
2
Discussion
Current Paging message is using the 5G-S-TMSI to page the UE, calculating the PFI with 5G-S-TMSI, this already improved the security to protect the privacy comparing to LTE, which use IMSI to calculate the PO. However, the attacker still can collect information with the current paging method. 
When a fake BS wants to attract ALL nearby victim UEs to camp on it (and then later capture its IMSI if SUCI is not used). Usually there are 2 ways:
Case1: Broadcast a fake TA with a stronger signal so UE will come and perform a TA update. But UE may report it to the real network later, and thus expose the attack to the true network. 

Case2: False gNB set its TA ID the same with others, but the signalling are stronger, then UE nearby will camp on the false station without any uplink message, so the false base station would not know who is camping on this false base station. Then false base station page random GUTIs in their paging location and some UEs will response, and then attacker performs service reject or ID request to get the IMSI. 
Complexity of attack in Case2:
<5G-S-TMSI> = <AMF Set ID><AMF Pointer><5G-TMSI>,  
AMF set ID is 10 bit, AMF pointer is 6 bit, 5G-TMSI is 32 bit.  
The attack could easily get the <AMF Set ID> and <AMF Pointer>, thus he got only 32 bit to guess, which means the space is 2^32 .

In 5G, every paging message carries 32 paging records, so he need 2^32/32=2^27 paging message to try all the possible 5G-S-TMSI. 

According to 5G specification, in every DRX cycle (256ms), PF is 10ms, there could be 4 PO at most in every PF, then the amount of PO can be as much as 256*4/10=102.4 in every DRX cycle, then every paging message needs 256/102.4=2.5ms. Therefore, in order to send all the 2^27 message, the attacker needs t time, t=2^27*2.5ms≈45hours.

Given the attacker is keeping collecting information during the whole 45 hours, it is still possible for attacker to get the valid information. Using these valid information, the attacker can send identity request to get the IMSI. 
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR
********************** First Change ****************************
5.X
Key Issue #x: Security protection of fake paging
5.2.1
Key issue details

Current Paging message is using the 5G-S-TMSI to page the UE, calculating the PFI with 5G-S-TMSI, this already improved the security to protect the privacy comparing to LTE, which use IMSI to calculate the PO. However, the attacker still can collect information with the current paging method. 
When a fake BS wants to attract ALL nearby victim UEs to camp on it (and then later capture its IMSI if SUCI is not used). Usually there are 2 ways:
Case1: Broadcast a fake TA with a stronger signal so UE will come and perform a TA update. But UE may report it to the real network later, and thus expose the attack to the true network. 

Case2: False gNB sets its TA ID the same with others, but the signalling are stronger, then UE nearby will camp on the false station without any uplink message, so the false base station would not know who is camping on this false base station. Then false base station page random GUTIs in their paging location and some UEs will response, and then attacker performs service reject or ID request to get the IMSI.
Given the 5G paging protocol, it can be calculated that the attacker needs 45 hours to search all the possible UEs. The calculation method is as follows:

<5G-S-TMSI> = <AMF Set ID><AMF Pointer><5G-TMSI>,  

AMF set ID is 10 bit, AMF pointer is 6 bit, 5G-TMSI is 32 bit.  

The attack could easily get the <AMF Set ID> and <AMF Pointer>, thus he got only 32 bit to guess, which means the space is 2^32 .

In 5G, every paging message carries 32 paging records, so he need 2^32/32=2^27 paging message to try all the possible 5G-S-TMSI. 

According to 5G specification, in every DRX cycle (256ms), PF is 10ms, there could be 4 PO at most in every PF, then the amount of PO can be as much as 256*4/10=102.4 in every DRX cycle, then every paging message needs 256/102.4=2.5ms. Therefore, in order to send all the 2^27 message, the attacker needs t time, t=2^27*2.5ms≈45hours.

With the Case2, the false gNB can keep collecting information during the whole 45 hours, thus it is still possible for attacker to get the valid information. Using these valid information, the attacker can perform other kind of attack. 
5.2.2
Security threats

Lack of protection of paging method could potentially lead to privacy leakage of UE. 
5.2.3
Potential security requirements

5G system should provide a means to enhance the paging method to avoid the above attack. 
********************** End of pCR********************
