3GPP TSG-SA WG3 Meeting #96 AH 
S3-193497
Chongqing, China, 14-18 October 2019











revision of S3-19xabc
Source:
LG Electronics
Title:
New KI: Preventing mismatch for EDT with fast release
Document for:
Discussion

Agenda Item:
5.3.2/FS_CIoT_Sec_5G
1
Decision/action requested

It is proposed to add new KI FS_CIOT_sec TR.
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Rationale

According to latest discussion in SA2 [1] [2] [3], EDT procedure will be enhanced with quick release. I.e, based on the configuration, when RESUME is performed, some UEs will be returned to RRC Idle mode immediately, while other UEs will be moved to RRC Connected mode. 
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Figure . Example for Connection Resume in RRC-IDLE with Suspend with EDT in [1]-[3].
While Rel-15 33.401 section 7.2.11 describes support for EDT, but this quick release is new aspect for Rel-16. When quick release is performed, the UE returns to Idle mode without giving a change for AMF to update configurations. E.g., when new pair of {NH, NCC} is delivered from AMF to gNB/eNB via N2 Resume Response message, the UE already has returned to Idle mode, making it impossible for gNB to deliver new NCC value with RRC Release.
4
Detailed proposal





It is proposed to agree on the following text proposal:
*************************************** Start of Changes *******************************************
5.X
Key Issue #X: Preventing Mismatch for EDT with fast release
5.X.1
Description
EDT functionality is enhanced with fast release. With this feature, when there is no subsequent uplink/downlink data, ng-eNB immediately put the UE back into suspend mode. Exchange of N2 Resume Request/Response messages between ng-eNB and AMF occurs after the UE has already returned to Suspend mode.

Similar to what has been described in TS 33.401, based on local policy, AMF may decide to derive new NH and NCC pair, when it receives a N2 Resume message. Then, AMF delivers new pair of NCC and NH to ng-eNB. But, this new pair cannot be used at the next Resume procedure, because the UE has already moved to Suspend mode. I.e., there is no way for ng-eNB to indicate new NCC value to UE, which to be used at next Resume procedure.
5.X.2 
Potential security threat
Because NCC value may not be synchronized between UE and ng-eNB, security keys used by UE may be different from those of gNB. This results in discarding received UL data packets by ng-eNB and impacts battery life of CIoT UEs. 

5.X.3 
Potential security requirements
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