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Agenda Item:
5.3.2
1 Decision/action requested 
This contribution proposes a conclusion for Key Issue #4 in TR 33.861.
2 References
3 Rational
NWDAF is standardized for data analysis, and it could collect data from the network, and identify misbehaving UEs who is triggering DDoS attack.
There are multiple standardized policy control and overload control procedures, it may be beneficial for DDoS mitigation, but there is no description to use them for DDoS mitigation.

The intention of key issue #4 is to investigate whether the 5GS could detect and mitigate DDoS attack caused by misbehaving UEs. The outcome may not necessarily lead to normative work. If the group decide not to go for normative work, it is still beneficial to have the documented conclusions on how to detect DDoS attack and how to mitigate the DDoS attack using suitable mechanism, which may serve as good reference for the network operations. Thus, it is proposed to introduce an informative Annex to capture DDoS attack detection and mitigation mechanism.
4 Detailed proposal
*************** Start of 1st Change ****************

7.X 
Key Issue 4: Signalling overload due to Malicious Applications on the UE

In order to clarify the whole pictures for detection and mitigation for DDoS attack, it proposes to introduce an informative Annex to capture DDoS attack detection and mitigation mechanism:
For requirement 1, clause 6.7.5.4 in TS 23.288[12] is recommended as the basic procedure to identify misbehaving UEs.

For requirement 2, the existing mechanism to achieve security instructions (e.g. the UE is not allowed to download from a certain IP address, or from a certain set of IP addresses, the UE is not allowed to contact the network for the next x minutes, the UE is limited to y MB/s for the next z minutes) are recommended as the basic solution to actively isolate the identified misbehaving UEs from the network.
For requirement 3, solution #19 is recommended as the basic solution to protect AMF against signaling overload from the misbehaving UEs.
*************** End of 1st Change ****************
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