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**** START OF CHANGES ****
7B.c Authentication for FN-RG

Editor's note:
This clause will capture the security procedure for a FN-RG accessing to the 5GC.
The FN-RG connects to 5GC via W-AGF, which has the FAGF function that provides connectivity to the 5GC via N2 and N3 reference points. Since the FN-RG is a non-wireless entity defined by the BBF, it doesn’t support NAS signalling. The FAGF provides N1 connectivity on behalf of the FN-RG. The authentication method is executed between the FN-R and AUSF as shown below.
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Figure7B.C FN-RG authentication procedure
1. A layer-2 (L2) connection is established between the FN-RG and the FAGF function in the W-AGF.

2. The FN-RG is authenticated by the W-AGF. Authentication method used for FN-RG is defined by BBF and out of scope of 3GPP. 

NOTE: It is assumed that there is a trust relationship between the wireline operator that manages the W-AGF and the PLMN operator managing the 5GC. 

3-4. The W-AGF performs initial registration on behalf of the FN-RG. It generates a Registration Request message and sends it to the AMF over N2. The Registration Request message contains the SUCI of the FN-RG and an authenticated indication that the W-AGF has authenticated the FN-RG. 

5. The AMF selects an AUSF based on the received SUCI. The AMF sends a Nausf_UEAuthentication_Authenticate Request message to the AUSF. It contains the SUCI of the FN-RG. It also contains the authenticated indication generated by the W-AGF.

6. The AUSF sends a Nudm_UEAuthentication_Get Request to the UDM. It contains the SUCI of the FN-RG and the authenticated indication.

7. The UDM invokes the SIDF and maps the SUCI to the SUPI. 

8. The UDM decides that authentication by the home network is not required based on the profile of the SUPI and the authenticated indication. 

9. The UDM sends a Nudm_UEAuthentication_Get Response to the AUSF. It contains the SUPI of the FN-RG and an indication that authentication by the home network is not required. 

10. After checking the indication set by the UDM, The AUSF skips authentication and sends a Nausf_UEAuthentication_Authenticate Response to the AMF. It contains the SUPI of the FN-RG and the indication that authentication by the home network is not required set by the UDM. 
This response from AUSF indicates that authentication is not required, and no Kseaf is included. 
11. After checking the indication to make sure that the authentication by the home network is not required, the AMF estabilish the NAS security between AMF and W-AGF similar to unauthenticated emergency calls, i.e. with NULL encryption and NULL integrity protection.
12. The AMF sends Registration Accept message to the W-AGF. This message contains 5G-GUTI and other parameters.

13. The FAGF sends a Registration Complete message back to the AMF. The W-AGF shall stores the 5G-GUTI for use in later NAS procedures.

**** END OF CHANGES ****
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