3GPP TSG SA WG3 (Security) Meeting #96-Adhoc
S3-193463
Chongqing (China), 14-18 October 2019
revision S3-19xxxx
Source:
Huawei, Hisilicon
Title:
Key issue on removal of UICC from an IAB node
Document for:
Approval

Agenda Item:
5.15.2
1
Decision/action requested

This contribution contains a proposal for the key issue of TR 33.824.
2
References

 [1]
3GPP TS 33.501 Vf.5.0, “Security architecture and procedures for 5G system.”
3
Rationale





This contribution contains a proposal for the key issue of IAB network. 
The IAB-node needs to be authenticated by the 3GPP network and the IAB-node needs to authenticate the 3GPP network. MT performs the primary authentication and key agreement procedure with the 5GC as specified in TS 33.501[1]. The eSIM solution is not widely applied for several reasons such as cost and maturity of the technology. The standard UICC as specified in ETSI TS 102 221 is still the main candidate to hold the USIM application. Considering the delivery and maintenance problem, the UICC is hardly totally physical secured in the hosting MT.  
The unavailablility of USIM application may be caused by removal of the UICC or tampering attempts on the MT. The long term key is stored in the USIM application on theUICC. If the USIM/UICC is removed by an attacker and inserted in an unauthorized ME, the attacker could access to the network on behalf of the victim UE. 
4
Detailed proposal

*************** Start of Change ****************
5.4.X
Key Issue #4.X: < Removal of UICC from an IAB node >

5.4.X.1
Key issue details

For a normal 3GPP UE, the credentials are stored in a USIM application residing on a UICC. Mutual authentication is performed between UE and network. If the UICC is removed from user’s equipment and inserted in an attacker’s ME, the attacker could access the network on behalf of the victim UE, unless further security checks are performed. 

Similarly to normal UE, the IAB-node performs the primary authentication as specified in TS 33.501[5]. The security threat is much more serious for IAB node than normal UE like cellphone, as IAB nodes are often deployed unattended in an open environment.  
5.4.X.2
Threat description

If the UICC of an IAB node is stolen and inserted in attacker’s device, attacker’s device can replace the victim IAB node with the victim’s UICC in the network. Indeed, the victim IAB node cannot access the network anymore after removal of the UICC. The attacker may use his own device to cause DoS attack, rogue services and privacy leakage issues. For example, if user plane data is not integrity-protected, attackers may inject bogus packets or replay packets over the wireless link. Meanwhile, if the connection to the UICC is rendered ineffective, e.g. due to tampering, the authentication of IAB node is not available. The IAB node can not access the network if re-authentication is needed. In addition, the false IAB node is able to acquire the configuration information from 5GC/OAM and topological information of IAB architecture.    
5.4.X.3
Potential security requirements







5GS shall be able to prevent an unauthorized IAB equipment from accessing the network.           

           5GS shall be able to be aware when the USIM of an IAB node is removed. 

*************** End of Change ****************
