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1
Decision/action requested

This document discusses potential solutions to security handling of AMF reallocation. SA3 is kindly requested to endorse the conclusions.
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3
Rationale
The issue of resgistration failure with AMF reallocation via RAN [1] had been well studied and discussed in the previous SA3 meetings. AMF reallocation via RAN, where the Initial AMF and the Target AMF have no connectivity and the Initial AMF forwards the Registration Request to the Target AMF throught RAN, is motivated by slice separation. A couple of solutions [2- 5] to the issue have been proposed in previous meetings. 

Considering the frozen status of Rel-15 and the fact that slice separation may be rarely needed in Rel-15, it has been agreed compromised solutions shall be used for Rel-15. As for Rel-16 where slice separation is expected, the issue and the solutions catering for Rel-16 will be re-vsisted [6]. 
This contributions captures the comments made in previous meetings, analyses the proposed solutions for Rel-16, and proposes to endorse the conclusion made.   
4
Detailed proposal

4.1
Solution Analysis

Solution 1 (S3-192930):If Initial AMF and UE have established new security context before NAS reroute via RAN, Initial AMF sends protected NAS signaling to inform UE to accept the allowed unprotected messages. 
This solution may introduce new security issue. The allowed unprotected message could be Registration Reject. An attacker can easily leverage this solution and presents UE from successful registration by sending unprotected Registraiton Reject to UE. 
Observation 1: Solution 1 may introduce new security issue.

Solution 2 (S3-192930):If Initial AMF and UE have established new security context before NAS reroute via RAN, Initial AMF shall change ngKSI before rerouting Registraiton Request message. 
This solution mandates that the Target AMF initiate primary authentication. This unnecessarily adds extra signaling and latency. Target AMF shall be able to decide whether to perform primary authentication based on local policy, as defined in current 33.501.
Observation 2: Solution 2 may add unnecessary signaling and latency, and it deprives AMF of the ability to decide on primary authentication based on local policy.
Solution 3 (S3-192887, S3-192888): When NAS reroute via RAN is needed, Initial AMF sends complete Registration message and  the security context to Default AMF, which forwards the security context to Target AMF. 
Solution 3 is predicated on the stringent deployment that requires Defalut AMF is connected to all AMFs in the PLMN. This kind of deployment might be feasible when the use of slicing is quite limted e.g. as in Rel-15, but not realistic when wide use of slicing and slice separation are expected. Also such Default AMF, being able to connect to all AMFs, adds extra capital investiment, extra configuration, management, and operation laods. And Default AMF introduces single point of failure. 
Solution 3 may complicate registration procedure as it can involve interactions among 4 AMFs. This changes a lot the existing architecture and protocol flows.

The motiviation for defining AMF reallocation via RAN is slice separation. Strict slice separation requires that Initial AMF shall not be abled to connect to Target AMF, even via multiple hops within the core network. Solution 3 is essentially the NAS reroute option (A), i.e. direct NAS reroute, defined in 23.502. This solution doesn’t reflect slice separation. 
Observation 3: Solution 3 introduces single point of failure, poses stringent deployment requirement, incurs extra capital cost and management and operation loads. Also Solutio 3 does not reflect slice separation.
Solution 4 (S3-192887, S3-192888): When NAS reroute via RAN is needed, Initial AMF shall create a token and send it via RAN to Default AMF. Default AMF sends the token back to Initial AMF directly.  Initial AMF verifies the token, and sends complete Regsitration Request message and the security context to Defautl AMF directly. Default AMF will forward the complete Registration Request message and the security context to Target AMF.

Solution 4 shares the drawback as Solution 3 in that it does not reflect slice separation. Also, since Default AMF and Initial AMF are able to communicate directly, the reroute of token via RAN adds no security gain but only latency.
Observation 4: Solution 4 shares the same drawback with Solution 3. The use of token is not needed.
Solution 5 (S3-192710): When Initial AMF decides NAS reroute via RAN is needed, Initial AMF signals the UE to resume to use the old security context. Then the UE will resume to use the old security context in this case. If there were no old security context, UE will resume with no security context.  
Solution 5 supports slice separation and introduces no new security issues. The mechanism of reusing old security context is not new in 33.501, it has been employed to solve the inconsistency of NAS security contex in the handover failure.  
Observation 5: Solution 5 supports slice separation, introduces no new security issues, and requires no addition to network enetities. 
4.2
Summary

When considering candidate solutions, at least the following criteria shall apply:
· Candidate solution shall introduce no new security issue

· Candidate solution shall support slice separation.
This contribution requests to endorse the above the criteria.

Moreover, this contribution requests to endorse Solution 5 be the basis for solving the registration failures issues with AMF reallocation via RAN, for Solution 5 meets the above criteria. 
