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1	Decision/action requested
It is proposed to approve and add Key issue TR 33.861
2	References
[1]	S3-191848 “Handling of UE radio network capabilities in 4G and 5G.”
[2]	S3-192271 “LS reply on Handling of UE radio network capabilities in 4G and 5G.”
[3]	S3-192862 “Security of RRC UE capability transfer procedure in 5GS.”
3	Rationale
GSMA sent an LS to SA3 and RAN2 in [1] describing the vulnerability in current 3GPP RRC specifications for the UECapabilityEnquiry procedure. Tampering of UE capabilities by MITM attacker on the radio surface was allowed as Rel 15 TS 33.501 specification was allowing UE capability Enquiry to occur before RRC security establishment. MITM attack can cause a denial of service attack, as described in [1].
“This exposes the UE capabilities to tampering by a man-in-the-middle attacker on the radio interface, which can result in degradation of service, e.g. downgrading the UE’s maximum throughput. Since the UE capabilities are persistently stored in the network, the impact of the attack can last for weeks, or until the UE is power cycled. Such attacks can have a particularly high impact on unattended IoT devices. The researchers have demonstrated the feasibility of the attack using low-cost equipment.”
In the last SA3-96 meeting, [3] fixed the issues for the cases where UE capability enquiry can be sent after the RRC Security establishment is performed. However, the solution proposed doesn’t fix the case where CIOT UEs may not have AS security/RRC security establishment in certain scenarios like CP Optimization. 
The following contribution adds a new key issue in 33.861 detailing the security threats for such UEs who do not have AS security capability. It is proposed to approve and add this key issue to TR 33.861
4	Detailed proposal
***** Start of Change *****
[bookmark: _Toc8413912][bookmark: _Toc8812971][bookmark: _Toc8813136][bookmark: _Toc12721471][bookmark: _Toc18083094]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.724: "Study on Cellular IoT support and evolution for the 5G System".
[3]	3GPP TS 22.261:"Service requirements for next generation new services and markets".
[4]	3GPP TR 38.913: "Study on scenarios and requirements for next generation access technologies".
[5]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access (Release 16)".
[6]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications (Release 16)".
[7]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system (Release 15)".
[9]	3GPP TR 23.724: "Study on Cellular IoT support and evolution for the 5G System (Release 15)".
[10]	3GPP TS 23.501: “System Architecture for the 5G System.”
[11]	3GPP TR 23.791: “Study of Enablers for Network Automation for 5G.”
[12]	3GPP TS 23.288: “Architecture enhancements for 5G System (5GS) to support network data analytics services. (Release 16)”
[13]	3GPP TS 38.331 v15.4.0: “NR; Radio Resource Control (RRC) protocol specification (Release 15)”
[14]	3GPP TS 38.300: “NR and NG-RAN Overall Description”.
[15]	3GPP TS 23.502: “Procedures for the 5G System (Release 15)”.
[16]	3GPP TS 23.002: "Network architecture (Release 15)".
[XX]		     S3-191848 “Handling of UE radio network capabilities in 4G and 5G.”
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[bookmark: _Toc8413960][bookmark: _Toc8813019][bookmark: _Toc8813185][bookmark: _Toc12721530][bookmark: _Toc18083157]5.X.1	Key issue details
GSMA sent an LS to SA3 and RAN2 in [XX] describing the vulnerability in current 3GPP RRC specifications for the UECapabilityEnquiry procedure. Tampering of UE capabilities by MITM attacker on the radio surface was possible as Rel 15 TS 33.501 specification was allowing UE capability Enquiry to occur before RRC security establishment. MITM attack can cause a denial of service attack, as described in the [XX].
“This exposes the UE capabilities to tampering by a man-in-the-middle attacker on the radio interface, which can result in degradation of service, e.g., downgrading the UE’s maximum throughput. Since the UE capabilities are persistently stored in the network, the impact of the attack can last for weeks, or until the UE is power cycled. Such attacks can have a particularly high impact on unattended IoT devices. The researchers have demonstrated the feasibility of the attack using low-cost equipment.”
In the SA3-96 meeting, a CR fixed the issues for the cases where UE capability enquiry can be sent after the RRC Security establishment is performed. However, the solution proposed doesn’t fix the case where CIOT UEs may not have AS security/RRC security establishment in certain scenarios.
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A MITM attacker can tamper the UE capabilities, which can result in Denial of Service attacks. E.g., Longer eDRX cycles, disabling EDT capability, downgrading the UEs maximum throughput.  
5.X.2	Potential security requirements
The 5GS shall support a security mechanism for the RRC UE capability transfer procedure for the UE without AS security. 
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