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[bookmark: _Hlk8344119]**** START OF CHANGES ****
[bookmark: _Toc19634549]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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[17]	NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication".
[18]	3GPP TS 35.221: " Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 1: EEA3 and EIA3 specifications".
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[35]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[36] 	3GPP TS 35.217: "Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 3: Implementors' test data".
[37] 	3GPP TS 35.223: "Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 3: Implementors' test data".
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[40]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[41]	3GPP TS 38.460: "NG-RAN; E1 general aspects and principles".
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[45]	IETF RFC 7515: "JSON Web Signature (JWS)".
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[51]	3GPP TS 37.340: "Evolved Universal Terrestrial Radio Access (E-UTRA) and NR; Multi-connectivity; Stage 2".
[52]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[53]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[54]	3GPP TS28.533: " Management and orchestration; Architecture framework". 
[55]	3GPP TS28.531: "Management and orchestration of networks and network slicing; Provisioning". 
[56]	IETF RFC 4279 "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".
[57]	IETF RFC 7542: "The Network Access Identifier".
[58]	IETF RFC 6083: " Datagram Transport Layer Security (DTLS) for Stream Control Transmission Protocol (SCTP)".
[59]	IETF RFC 7516: "JSON Web Encryption (JWE)". 
[60]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[61]	IETF RFC 5705,"Keying Material Exporters for Transport Layer Security (TLS)".
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**** NEXT CHANGES ****
[bookmark: _Toc19634552]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
5G-AN	5G Access Network
NG-RAN	5G Radio Access Network 
5G AV	5G Authentication Vector
5G HE AV	5G Home Environment Authentication Vector
5G SE AV	5G Serving Environment Authentication Vector
ABBA	Anti-Bidding down Between Architectures
AEAD	Authenticated Encryption with Associated Data
AES	Advanced Encryption Standard
AKA	Authentication and Key Agreement
AMF	Access and Mobility Management Function
AMF	Authentication Management Field

NOTE:	If necessary, the full word is spelled out to disambiguate the abbreviation. 
ARPF	Authentication credential Repository and Processing Function
AUSF	Authentication Server Function
AUTN	AUthentication TokeN
AV	Authentication Vector 
AV'	transformed Authentication Vector 
Cell-ID	Cell Identity as used in TS 38.331 [22]
cIPX	consumer's IPX
CKSRVCC	Cipher Key for Single Radio Voice Continuity
CP	Control Plane
cSEPP	consumer's SEPP
CTR	Counter (mode)
CU	Central Unit
DN	Data Network
DNN	Data Network Name
DU	Distributed Unit
EAP	Extensible Authentication Protocol
EMSK	Extended Master Session Key
EPS	Evolved Packet System
gNB	NR Node B
GUTI	Globally Unique Temporary UE Identity
HRES	Hash RESponse
HXRES	Hash eXpected RESponse
IKE	Internet Key Exchange
IKSRVCC	Integrity Key for Single Radio Voice Continuity 
IPX	IP exchange service
KSI	Key Set Identifier
KSISRVCC	Key Set Identifier for Single Radio Voice Continuity
LCS	LoCation Services
LI	Lawful Intercept
MN	Master Node
MR-DC	Multi-Radio Dual Connectivity 
MSK	Master Session Key
N3IWF	Non-3GPP access InterWorking Function
NAI	Network Access Identifier
NAS	Non Access Stratum 
NDS	Network Domain Security
NEA	Encryption Algorithm for 5G
NF	Network Function
NG	Next Generation
ng-eNB	Next Generation Evolved Node-B
ngKSI	Key Set Identifier in 5G
NIA	Integrity Algorithm for 5G
NR	New Radio
NR-DC	NR-NR Dual Connectivity
NSSAI	Network Slice Selection Assistance Information
PDN	Packet Data Network
PEI	Permanent Equipment Identifier
pIPX	producer's IPX
PRINS	PRotocol for N32 INterconnect Security 
pSEPP	producer's SEPP
QoS	Quality of Service 
RES	RESponse
SCG	Secondary Cell Group
SEAF	SEcurity Anchor Function
SEG	Security Gateway
SEPP	Security Edge Protection Proxy
SIDF	Subscription Identifier De-concealing Function 
SMC	Security Mode Command
SMF	Session Management Function
SN	Secondary Node 
SN Id	Serving Network Identifier
SUCI	Subscription Concealed Identifier 
SUPI	Subscription Permanent Identifier 
TLS	Transport Layer Security
UE	User Equipment
UEA	UMTS Encryption Algorithm
UDM	Unified Data Management
UDR	Unified Data Repository
UIA	UMTS Integrity Algorithm
ULR	Update Location Request
UP	User Plane
UPF	User Plane Function
USIM	Universal Subscriber Identity Module
XRES	eXpected RESponse
**** NEXT CHANGES ****
[bookmark: _Toc19634949]Annex X (normative):
Security for location services
[bookmark: _Toc19634950]X.1	General
This clause specifies the security aspect to support Bluetooth measurements and WLAN measurements in location services.
For security and privacy in 5GS LCS (LoCation Services), the mechanisms defined in 3GPP TS 23.273 [x], 3GPP TS 38.305 [y] and the present document apply.
[bookmark: _Toc19634951]X.2	WLAN positioning
The WLAN positioning mechanism specified in this sub-clause is optional to use.
For the UE-assisted WLAN positioning mode that requires the UE to send WLAN measurements to the network, the network shall provide a list of WLAN Access Point (AP) data to the UE. A WLAN AP shall contain the Basic Service Set Identifier (BSSID) information and/or the Service Set Identifier (SSID) information.
The BSSID/SSID information can be values, e.g. defined by 3GPP, or based on MCC, MNC, realm, or any PLMN specific identifiers. They could also be patterns instead of exact values, e.g., MCC*.
If a UE receives a WLAN AP list from the network, the UE shall send the measurement of the WLAN whose BSSID and/or SSID matches the BSSID and/or SSID indicated in the received WLAN AP list to the network.
If a UE does not receive a WLAN AP list from the network, the UE shall not send any measurement of WLAN to the network.
Editor's Note:	 Detailed information about the BSSID and SSID need to be provided.
[bookmark: _Toc19634952]X.3	Bluetooth positioning
[bookmark: _Toc530141744]The Bluetooth positioning mechanism specified in this sub-clause is optional to use.
For the UE-assisted Bluetooth positioning mode that requires the UE to send Bluetooth measurements to the network, the network shall provide a list of Bluetooth Access Point (AP) data to the UE. A Bluetooth AP shall contain the Bluetooth public-address information and/or the Bluetooth device-name information.
The Bluetooth public-address/device-name information may be values, e.g., defined by 3GPP, or based on MCC, MNC, realm, or any PLMN specific identifiers. They could also be patterns instead of exact values, e.g., MCC*.
If a UE receives a Bluetooth AP list from the network, the UE shall send the measurement of the Bluetooth whose Bluetooth public-address and/or Bluetooth device-name matches the Bluetooth public-address and/or Bluetooth device-name indicated in the received WLAN AP list to the network.
If a UE does not receive a Bluetooth AP list from the network, the UE shall not send any measurement of Bluetooth to the network.
Editor's Note:	 Detailed information about the Bluetooth public-address and Bluetooth device-name need to be provided.
**** END OF CHANGES ****

