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1. Introduction
In RAN#83 meeting, a new Rel-16 study item on enhancement for disaggregated gNB is agreed. One of its scopes is to discuss how to support one UE connects to multiple gNB-CU-UPs which belong to different security domains. In RAN3#105 meeting, R3-194784 (entitled “LS on security for multi-CU-UP connectivity”) was sent to SA3, requesting to consider the security mechanism for this scenario. Two scenarios are described in the LS:
Case 1: A UE connects to multiple gNB-CU-UPs simultaneously, and these gNB-CU-UPs located in different security domains.

[image: image1.emf]CU-CP

DU

5GC

UE

CU-UP2

CU-UP1

Security domain1

Security domain2

                                                         

Figure 1 Multiple CU-UPs connectivity
Case 2: A UE connects to multiple gNB-CU-Ups simultaneously, which deployed at the same physical location. But these CU-UPs handled or operated by a 3rd party. For the CU-UPs controlled by the third-party, higher or lower security requirements may be required than the operator's security level. So these CU-UPs may have different level of trusts. It also means the CU-UPs may be in different security domain.
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                                                         Figure 2 Multiple CU-UPs connectivity

In this contribution, we make some security analysis on the two issues listed above and provide proposals accordingly.
2. Discussion
In Rel-15 CU-UP Separation WI, all CU-UPs within a gNB are deployed in the same security domain. According to the current TS 33.501 (Rel15), all user plane data are protected by the same user plane encryption algorithm and integrity algorithm. While in Rel-16, a UE may connect to multiple gNB-CU-UPs located in different security domains or belonging to different security domains.
From the perspective of security, one single authority may implement the management of the network domain by several security domains. Network entities within a security domain trust each other and have the same security level. Security domains can be classified based on factors such as service requirements, security trust levels, or physical deployment. 
In order to prevent the spread of security damage, security isolation including logical isolation or physical isolation is performed in order to ensure certain security requirements and to prevent security threats. To ensure the security communication between security domains, logically/physically independent network functions may require an independent security policy, in particular for the independent network functions located in different security domains.
Based on the principles described above, there are some security threats observed in the CU-UPs separation scenarios:
The current user plane key derivation specified in TS 33.501 does not take into account the CU-CP/UP separation and therefore lacks the necessary key isolation mechanism. As the result, different CU-UPs have to use the same key to protect user plane traffic. Additionally, the UE is allowed to be switched between two CU-UPs as specified in the clause 8.9.5 in the TS 38.401. Lack of key isolation will cause the target CU-UP to reuse the previous key used by source CU-UP when the CU-UP change. If one CU-UP is compromised, the security of user traffic terminated at other CU-UPs cannot be guaranteed. 
Threat 1: If all of the gNB-CU-UPs have the same key, tampering at one gNB-CU-UP1 will compromise other gNB-CU-UPs.
Threat 2: If all of the gNB-CU-UPs use the same key, key tampering or leakage at the source gNB-CU-UP will compromise the target gNB-CU-UP when switching within one gNB, and vice versa.
Within one logical gNB, different gNB-CU-UPs may belong to different owner, e.g. one gNB-CU-UP is deployed for the normal use, while another gNB-CU-UP is deployed for carrying sensitive data related to the third party. If logical entities in different security domains are forced to use the same key, it may lead to some security threats such as key leakage, and other adjacent CU-UPs are also vulnerable to security risks as the threat spreading.
Threat 3: One gNB-CU-UP belonging to the third party may carry critical data. If it is located in a place where is not well secured, tampering at this gNB-CU-UP will compromise other gNB-CU-UPs.

Threat 4: If gNB-CU-UP1 controlled by the third party has lower security level than gNB-CU-UP2 managed by the operator and deployed in a very secure location are forced to use the same security algorithm to protect user plane, the gNB-CU-CP may need to compromise gNB-CU-UP1 to align with gNB-CU-UP2.

From Threat 1, Threat 2 and Threat 3, Observation 1 can be achieved: Key isolation
It should be possible for different gNB-CU-UPs to use different keys for user plane protection. There should be a method for the gNB-CU-CP to generate different keys for each gNB-CU-UP.
From Threats 3 and Threat 4, Observation 2 can be achieved: Security policy differentiation
It should be possible for different gNB-CU-UP to be configured with different security policies. There should be a method for the gNB-CU-CP to configure different algorithms for each gNB-CU-UP.
3. Some potential solutions
The following potential solutions are only intended to show that various solutions may exist to address security issues caused by multiple CU-UP connections. Therefor a study item may be needed to investigate potential solutions.
Detailed proposal for Observation 1
In order to achieve key isolation between different gNB-CU-UP entities, different user plane keys (i.e. KUPint and KUPenc) should be used. On the other side, as currently specified in §A.8 of TS 33.501, only one algorithm key can be derived from one input key for each type of algorithm key (KUPint or KUPenc) as long as the same algorithm is selected.
There are two potential ways to solve this issue:
a) to define a new key derivation function with one more input, so that different user plane keys can be derived directly from the original input key (i.e. KgNB or KSN); or 
b) to insert one intermediate key (in a similar manner w.r.t. KSN), which is firstly derived from the original input key, and then used as the input key to derive the user plane keys according to the current method as specified in §A.8.
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Figure 3: Ways to derive multiple user plane keys from one single KgNB/KSN.
One may argue that reusing current solution for Dual Connectivity is already enough to meet the demand, i.e, the gNB-CU-CP pretend itself to serve both as the MgNB-CU-CP and the SgNB-CU-CP, and pretend one gNB-CU-UP as the MgNB-CU-UP, while another gNB-CU-UP as the SgNB-CU-UP:
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Figure 4: Method on reusing current DC mechanism without any change.
However some limitations are found for this method:

· This method can only generate one additional user plane key for each key type, which means that it is not applicable for the cases including more than 2 gNB-CU-UP entities.

· This method is not applicable for the case when this gNB is already serving as the SgNB (for cases like EN-DC, NGEN-DC or NR DC), since one KSN is not permitted to be derived from another KSN.
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Figure 5: Reason of why DC mechanism cannot be reused for multi-CU-UP connectivity on the SN side.
The first issue could be alleviated by permitting multi-connectivity (with some necessary changes e.g. adjusting the definition and usage of the sk-counter), while the second issue is inevitable. Considering the common deployment of MR-DCs in 5G era, we need to carry out with a general solution for every potential case of multi-CU-UP connectivity, not only for the scenario w.r.t. an SA gNB / MgNB, but also for the scenario w.r.t. an SgNB.
Detailed proposal for Observation 2

In the scenario of CU-CP/UP separation, the gNB-CU-CP unilaterally chooses the ciphering algorithm and integrity algorithm which has the highest priority from its configured list and is also present in the UE security capability, and transfer them, if needed, toward each gNB-CU-UP. In order to configure different algorithm to each gNB-CU-UP, the following method is proposed:
Figure 6 below shows a method to configure different algorithm for each gNB-CU-UP.
1 The gNB-CU-CP determines the UP security algorithm for each gNB-CU-UP according the current principle, i.e. select the one with highest priority from the gNB-CU-UP’s configured list and also present in the UE security capability.
2. The gNB-CU-CP sends a message to the CU-UP which carries the corresponding security algorithm.
3. After receiving the response message of the CU-UP, the CU-CP sends an RRC reconfiguration message to the UE including the indication w.r.t. which security algorithm should be applied for which DRB(s).
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Figure 6: The CU-UP algorithm configurations with RRC configuration procedure
4. Conclusion
As discussed in the clause 3 for the proposal observation 1, although the CU-CP/UP separation scenario is somewhat similar to the dual connectivity scenario, it is not feasible to reuse dual connectivity security isolation schemes to resolve the security isolation in the CU-CP/UP separation scenario (including CU-UP changes). In addition, there is no security solution for security policy differentiation specified in the current specification for the CU-CP/UP separation scenario. 
In order to better solve these security problems and reply to RAN3 from security perspective, we propose to start a study item to analyze the security issues caused by Multi-CU-UP and to develop potential solutions to address these security issues. The proposed study item should belong to R-17.
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