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1
Decision/action requested

SA3 is kindly asked to discuss on the key issue categories and endorse the proposal for adoption in TR 33.848.
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3
Rationale

The current TR 33.848 v0.3.0c already documented 24 key issues. In order to have a more systematic view of the key issues, this paper intends to discuss how to categorize all the key issues into groups based on certain criteria. 
In particular, some of the key issues may eventually lead to the same or very similar requirements. Categorizing the key issues could help to identify the same/similar requirements derived from different key issues so as to avoid duplicated requirements and eventually make the requirements more accurate and complete.

Moreover, categorizing the key issues may also be helpful for identifying more potential key issues or avoid duplicated key issues. 
4
Discussion
4.1
Criteira for categorization

According to the architecture diagram in TR 33.848 clause 4.2, a virtualized 3GPP Network Function is mainly made up of the hardware layer, the virtualization layer, and the VNF layer, with NFV MANO supporting the management on the different layers. 
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Based on that, one of the criteria for categorizing the key issue could be to identify where (in which part of a virtualized 3GPP NF or system) the possible threats are coming from for a specific key issue, i.e. to identify which part of a virtualized 3GPP NF or system claims the problems that lead to the potential threats/attacks. Applying such critierion is helpful to identify the different parts of virtualized 3GPP NFs or system (e.g. in virtualized layer, in 3GPP NF application layer, MANO) on which the to-be-solved problems exist and the potential requirements can be placed. 
Hence, the following categories are proposed, and the existing key issues are tentatively analyzed and allocated to their specific categories.
4.2
Key Issue Categories

4.2.1
Category 1: key issues on problems of 3GPP application layer

The following key issues tend to fall into Category 1: 

· Key Issue #1: threats due to the problem on 3GPP application layer: no appropriate segregation or trust domains are established for 3GPP NFs based on different security policies enforced by 3GPP on VNF layer.

· Key Issue #5: threats due to the problem on 3GPP application layer: function location or data location for 3GPP NFs is not restricted based on application layer policies.
· Key Issue #8: threats due to the problem on 3GPP application layer: the security assurance level of a 3GPP NF is not tested in the deployment scenario for the specific network service.
· Key Issue #10: threats due to the problem on 3GPP application layer: there is only a single administration domain planned on application layer for all 3GPP NFs, which collapse to only one security level.
· Key Issue #12: threats due to the problem on 3GPP application layer: no application layer policy to constrain certain types of 3GPP NFs (e.g. AUC, UDM, SEPP, LI functions) to specific physical location boundaries.
· Key Issue #13: threats due to the problem on 3GPP application layer: attestation at 3GPP Function level is not executed downwards through the hypervisor layer to the hardware layer.
4.2.2
Category 2: key issues on problems of the virtualization layer

The following key issues tend to fall into Category 2:

· Key Issue #2: threats due to the problem on the virtualization layer: exposure of sensitive information of 3GPP NFs through shared virtualization layer
· Key Issue #3: threats due to the problem on the virtualization layer: availability or functionality of a virtualized 3GPP NF cannot be ensured when other VNFs on the same virtualization layer monopolise the shared resources.
· Key Issue #4: threats due to the problem on the virtualization layer: cascade security failure risk on multiple 3GPP NFs via a software vulnerability in one VNF using the common virtualization platform.
· Key Issue #6: threats due to the problem on the virtualization layer: reference point-based security can offer little protection if a set of 3GPP NFs run on a common software host environment.
· Key Issue #7: threats due to the problem on the virtualization layer: hypervisor is able to inspect any memory of VMs under its control or bypass normal memory access controls, without being detected by VM or 3GPP security mechanisms.
· Key Issue #9: threats due to the problem on the virtualization layer: isolation between slices or trust domains deployed on the same virtualization layer is subject to the same threats of other key issues concerning common virtualization platform.
· Key Issue #11: threats due to the problem on the virtualization layer: 3GPP NFs cannot determin where the physical location of its storage hardware is or whether a software-based approach is applied for a virtual storage instance, because of the limited view presented by the underlying virtualization layer.
· Key Issue #19: threats due to the problem on the virtualization layer: hypervisor administrator or a malicious VM on the same host is able to manipulate the virtual CPU clock, enabling the manipulatation on cryptographic algorithms, key generation or other processes which are highly time dependent.
· Key Issue #20: threats due to the problem on the virtualization layer: the sensitive information of a 3GPP NF could be compromised to a 3rd party if deployed by an operator who uses a 3rd party host environment not in its control.
· Key Issue #21: threats due to the problem on the virtualization layer: a virtualized 3GPP NF could be attacked, via tunnelling through the virtualisation layer, by an attacker executing a hypervisor breakout or VM breakout from another compromised 3GPP NF.
· Key Issue #23: threats due to the problem on the virtualization layer: IP layer or Application layer security may not provide the same protection as in physical networks, if the enpoints are all terminated in a common virtualization platform which will be in the same accessible range as the plain text data to be protected.
4.2.3
Category 3: key issues on problems of the hardware layer

Currently none
4.2.4
Category 4: key issues on problems in MANO

The following key issues tend to fall into Category 4:

· Key Issue #17: threats due to the problem in MANO: MANO software catalogues, software package, image and the artefacts within the packge of a 3GPP NF, if not protected, could be exposed or tampered by anyone with MANO access during onboarding, storage, and instantiation.
· Key Issue #18: threats due to the problem in MANO: sensitive information of a sensitive 3GPP NF, if not protected, could be exposed to anyone who has access to MANO but is not authorized to access the NF.
· Key Issue #22: threats due to the problem in MANO: virtualized 3GPP NFs and the data within in them, if not protected, could be attacked by anyone who has access to MANO system.

Not all key issues are analysed. The rest key issues are still to be analysed and decided. Some of the individual key issues may fall into more than one category.
For open discussion, some other better criteria for categorization are also encouraged to be proposed.
Proposal

The analysis above shows that the current key issues can well fit in their specific categories, based on the proposed critetion. Some of the key issues are very much related due to the same origins of threats. Those related key issues could very likely derive the same or inclusive requirements to be placed on the same parts of a virtualized 3GPP NF.

Therefore, the proposal is to adopt the categorization of the key issues in TR 33.848, based on the proposed criterion.
