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**** START OF CHANGES ****
X.2
Authentication procedure
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Figure X.2-1: Slice-specific authentication procedure

The registration procedure between UE and the network when slice-specific authentication is performed, is as follows with reference to FigureX.2-1.
1. UE sends a Registration Request to the network with one or more S-NSSAI to initiate the registration process, as described in TS23.502 [8],  
2. The AMF/SEAF invokes Primary authentication as described in clause 6.1.2 of the present document. In case the AMF has valid security context, this may be skipped. 
3. AMF shall determine whether slice-specific authentication is required for each of S-NSSAI, based on information stored locally or from UDM. For example, the slice-specific authentication may be omitted 1)if it is not required based on the subscription information, 2)if the UE has previously performed slice-specific authentication successfully and the result is still valid, or 3)a slice-specific authentication for the UE is already under way through a different access type. 
4. AMF shall send Registration Accept to the UE, including allowed/pending/rejected S-NSSAI based on the slice-specific authentication status, as described in TS23.501 [2], where pending S-NSSAI refers to the S-NSSAI requires slice-specific authentication as identified in step 3. Optionally, UE may response AMF with Registration Complete as described in TS23.502 [8] (c.f. step 22 in clause 4.2.2.2.2).
5. AMF shall initiate an EAP based slice-specific authentication procedure for each S-NSSAI that slice-specific authentication is required, as determined in step 3. 
6a. AMF may send UE the EAP ID request that is included in an EAP container of a NAS message. The corresponding S-NSSAI is also included in the NAS message. The NAS message is security protected (encrypted and integrity protected). 
6b. UE shall reply AMF with the EAP ID response that is included in an EAP container of a NAS message. The corresponding S-NSSAI is also included in the NAS message. The NAS message is security protected (encrypted and integrity protected).


Note: the step pair 6a and 6b are optional, depending on the EAP method used. 
7a. (If AAA-S is within PLMN) AMF sends AAA-S the Authentication Request. The Authentication Request shall contain an EAP message and GPSI.  
7b. (If AAA-S is outside PLMN) AMF sends AAA-S the Authentication Request via AAA-P. The Authentication Request shall contain an EAP message and GPSI.  


Note: the content of EAP message depends on the EAP method used. 
8. After receiving the Authenticatin Request, AAA-S replies UE with an EAP message. The EAP message exchange between UE and AAA-S continues until AAA-S successfully or fails to authenticate UE. 

Note: the number of EAP messages exchanged depends on the EAP method used. 
9. AAA-S shall send authentication results to AMF.  If unsuccessful, EAP Failure in the EAP message is sent to AMF, causes may be sent to AMF as well. If successful, EAP Success in the EAP message is sent to AMF, valid period of the authentication may be sent to AMF as well. AMF stores the results locally or sent to UDM for the future usage. 
10. AMF shall send UE Configuration Update to update the requested S-NSSAI status based on the slice-specific authentication results. If the slice-specific authentication is failed for an S-NSSAI, the rejected NSSAI is updated together with the Cause. If the slice-specific authentication is successful for an S-NSSAI, the allowed NSSAI is updated together with the valid period.
**** END OF CHANGES ****
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