3GPP TSG-SA3 Meeting #96 Ad-Hoc
S3-193400
Chongqing, China, 14 – 18 October 2019










revision of S3-19xabc
Source:
Nokia, Nokia Shanghai Bell
Title:
Threats and Requirements for Key Issue #13
Document for:
Approval

Agenda Item:
5.13
1
Decision/action requested

SA3 is kindly asked to approve the proposed clarifications to the threats and requirements for key issue #13 in TR 33.848.
2
References

[1]
3GPP TR 33.848 v0.3.0c, Study on Security Impacts of Virtualisation
3
Rationale

This pCR proposes some additional clarifications to the threats and the requirements for key issue #13.
4
Detailed proposal

*************** Start of the Change ****************

5.14
Key Issue 13: Attestation at 3GPP Function level

5.14.1
Key issue detail
ETSI ISG NFV specifications such as ETSI GS NFV-SEC 012 [10] provide various requirements and recommendations for attestation of host hardware, VMs and VNFs during boot-time / instantiation time. Attestation can be of multiple types (e.g. Boot-time and run-time). However, since security cannot exist in isolation at hardware layer, NFV layer and 3GPP NF layer (VNF functionality layer), it is necessary for the 3GPP to set explicit requirements on attestation. Similarly, ETSI ISG NFV or open source group working on NFV software platform cannot specify the functionality of 3GPP NF or requirement with respect to their attestation. 

3GPP NFs especially in multiple vendor and IAAS scenarios, need assurance that hardware or other critical security functions have not been modified and can be trusted. For example, the NRF in SBA needs to attest that a discovered NF is what it claims to be and has the capabilities it claims to have. While the OSS / BSS allow an NRF to become aware of a new VNF instance (e.g. AMF) it is the underlying attestation chain from a security perspective that verifies the NF is secure.

Possession of a 3GPP level identity / certificate is not in itself a means to prove authenticity of a VNF, unless there is a full attestation chain back to hardware. To support multi-vendor scenarios that chain needs to be standardised either in 3GPP or standards bodies with a wider remit such as ETSI TC CYBER.

5.14.2
Security threats
Without full attestation chain from 3GPP function level to hardware level, a 3GPP NF is not able to ensure that the virtualized peer 3GPP NF it is communicating with is the claimed authentic NF, in particular if the peer 3GPP NF is virtualized in multi-vendor scenarios. This means that a 3GPP NF can only make a limited judgement as to whether or not to trust another virtualized NF.  For example, the NRF may authorize a maliciously altered virtualized NF to access a service it intends to abuse.
5.14.3
Potential security requirements

It shall be possible to attest a virtualized 3GPP NF through the full attestation chain from the hardware layer through the virtualization layer to the VNF layer. Attestation of a platform(s integrity should be linked to the application layer and possible for other functions to query. If platform attestation fails, the virtualized 3GPP NF should not be allowed to run. Solutions to enable this requirement potentially required both inside and outside 3GPP.

*************** End of the Change ****************

