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1	Decision/action requested
It is requested to approve the evaluation for solution #6 .
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3	Rationale
 In 5G system, the radio resources of CSI-RS signal for RRM (Radio Resource Management) can be provided in the measurement configuration [2]. Solution #6 assumes the target gNB can allocate a dedicated CRI-RS resource for the UE to be handover. The CSI-RS resources information are transmitted in the security protected Xn tunnel between source gNB and target gNB, and the security protected AS tunnel between the source gNB and the UE. Therefore, the attacker can not get the CSI-RS resources information allocated by the target gNB for a specific UE. 
The UE performs the second time measurement based on the CSI-RS resources information allocated by the target gNB, that can help preventing the UE from connecting to false base station during HO, when the false base station and real base station are not nearby.
4	Detailed proposal
**** Start of pCR to TR 33.809****
Solution #6: Avoiding UE connecting to false base station during HO
[bookmark: _Toc3533665][bookmark: _Toc3551829][bookmark: _Toc3551924][bookmark: _Toc3552019][bookmark: _Toc3552113][bookmark: _Toc3552207][bookmark: _Toc3552395][bookmark: _Toc3552489][bookmark: _Toc3554506][bookmark: _Toc3557262][bookmark: _Toc3800473][bookmark: _Toc3800795][bookmark: _Toc3800889][bookmark: _Toc3800986][bookmark: _Toc3801086][bookmark: _Toc3801186][bookmark: _Toc3801287][bookmark: _Toc8390217][bookmark: _Toc8587956][bookmark: _Toc8588098]6.6.1	Introduction  
This solution addresses the security requirement in key issue #3 for preventing UE from connecting to false base station.
[bookmark: _Toc3533666][bookmark: _Toc3551830][bookmark: _Toc3551925][bookmark: _Toc3552020][bookmark: _Toc3552114][bookmark: _Toc3552208][bookmark: _Toc3552396][bookmark: _Toc3552490][bookmark: _Toc3554507][bookmark: _Toc3557263][bookmark: _Toc3800474][bookmark: _Toc3800796][bookmark: _Toc3800890][bookmark: _Toc3800987][bookmark: _Toc3801087][bookmark: _Toc3801187][bookmark: _Toc3801288][bookmark: _Toc8390218][bookmark: _Toc8587957][bookmark: _Toc8588099]6.6.2	Solution details  
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Usually, the 5G RAN HO decision is based on the UE MR (Measurement Report).The UE executes the signal power measurement of the neighborneighbour cell based on the SS Block which carries the broascasted synchronizaitonsynchronization signal and MIB signal which is sent without security protection [1] [2]. Assuming there is a false base station C counterfeiting the system informations of a legitimate base station B. The serving base station A receives the UE MR which include measurements from C. Base station A would assume the included information in the UE MR belongs to base station B and then may decide to handover the UE to B and consequently the UE instead connects to the false base station C. Eventually, the handover will fail, as shown in figure 1.


Figure 6.6.2.1-1 HO procedure caused by false base station C
To avoid this HO procedure and the possibility for UE comnnecting to false base station during HO, this solution introduces a second measurement based on a specific CSI-RS (Channel State Information Reference Signal) [5] assigned by the target gNB to the UE. 
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There are two options for this solution as follows:
Option A: Always On feature: In this option the proposed solution is always on and activated at the source gNB; thus it is on on all gNBs.
Option B: On demand feature: The source gNB turns this feature on to a specific target gNB when the number of handover failures to this target gNB exceed a specific threshold, i.e., when the source gNB suspect the presence of a false base station in the area, it automatically turns this feature on.
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The target gNB B assigns a specific CSI-RS to the UE during the preparation phase, and carryies the CSI-RS information in the HO request ACK message. The source gNB A indicates the UE to do second measurement based on the dedicated CSI-RS information. Only when the second UE MR meets the HO trigger condition, then the source gNB A would indicate the UE to do the HO execution.  
Because the false gNB C doese not know the dedicated CSI-RS information in advance, therefore the second MR reported by the UE is measured with the real reference signal of the target gNB B.


Figure 6.6.2.2.1-1: HO procedure with second measurement and HO decision
The source gNB (A) should support to trun on/off this feature according to the network circumstances. 
Step 2: When the local configuration in the source gNB indicates that the feature of second measurement is enabled, the source gNB (A) sends HO request with a new indicator to request the target gNB to prepare a specific CSI-RS for the UE.
Step 3: The target gNB (B) performs admission control and prepares basic RRC configuration information for the UE, inclouding a dedicated CSI-RS information. 
Step 4: The target gNB (B) respond with the HO request ACK message containing all the preparaed RRC configuration informations (inclouding the dedicated CSI-RS information).
Step5: When the source gNB (A) receives the CSI-RS information in the Handover request ACK, and the feature is truned on, the source gNB decides to request the UE for a second time measurement based on the specified CSI-RS information.  
Step 6:  The source gNB (A) sends a measurement task including the CSI-RS information to the UE while being protected with RRC security context. 
Step 7: The UE executes a second measurement of the dedicated CSI-RS signal indicated in the measurement task.
Step 8: The UE reports the second MR to the source gNB (A). 
Step 9: Based on the second MR, the source gNB (A) decides whether or not to continue the HO. If the second MR meets the HO trigger threshold, that means the real reference signal power of the target cell is strong enough, the source gNB A sends the HO command to indicate the UE to execute the HO to the target cell. Otherwise, the source gNB A sends HO cancel to the target gNB B to stop the HO procedure.
Editor’s Note: The signalling details of how the UE hands over to the false basestation is FFS.
[bookmark: _Toc3533670][bookmark: _Toc3551834][bookmark: _Toc3551929][bookmark: _Toc3552024][bookmark: _Toc3552118][bookmark: _Toc3552212][bookmark: _Toc3552400][bookmark: _Toc3552494][bookmark: _Toc3554511][bookmark: _Toc3557267][bookmark: _Toc3800478][bookmark: _Toc3800800][bookmark: _Toc3800894][bookmark: _Toc3800991][bookmark: _Toc3801091][bookmark: _Toc3801191][bookmark: _Toc3801292][bookmark: _Toc8390222][bookmark: _Toc8587961][bookmark: _Toc8588103]6.6.2.2.2	On demand feature
The details of the solution in this option is the same as in option A with the difference that this solution is turned on when needed, i.e., on demand. The solution is turned on dynamically by a source gNB after the number of handover failures to a specific gNB exceeds a specific threshold. If that threshold is exceeded, the source gNB turns this feature on to detect whether there is a false gNB in the nearby area trying to falsify that specific target gNB.
Editor’s Note:	The definition of the threshold of the number of handover failure to a specific target gNB is FFS.
Editor’s Note:	RAN2 Feedback is needed.
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The solution addresses Key Issue #3 to avoid the UE connecting to FBS during Handover procedure.
CSI-RS is used for the UE to do measurement, it is a UE specific parameter which is assigned by the target RAN, and is different for each UE. In the solution, CSI-RS is provided to the UE in a ciphered and integrity protected RRC Measurement Task message, so, the FBS cannot know this parameter, and cannot forge the right CSI-RS. Thus, the UE will measure true signalling of the target RAN, and will not initiate wrong HO caused by forged cell of FBS.
The solution may involve new signalling overhead before Handover, but it can be configured on-demand. If the RAN suspects that there is FBS, then, the feature is on. If not, the feature can be off.
**** END OF CHANGES ****
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