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Decision/action requested

Approve the proposed PCR to TR 33.819
2
References 
[1] 3GPP TR 33.819: "Study on security for 5GS enhanced support of Vertical and LAN Services"
3
Rationale

This PCR attempts to aid SA3 in assessing solutions addressing Key Issue #6.2: CAG ID privacy by producing a solutions comparisons table.
4
Detailed proposal

*********************************************** Start of Changes ************************
The potential security requirement of the Key Issue #5.6.2 is reproduced below:

The 5G System shall support privacy protection of the CAG ID in the CAG access control mechanism.
 The current mechanism for CAG ID is specified in TS 23.502 [6].

The table below summarizes the evaluations for solutions addressing Key Issue #5.6.2: CAG ID Privacy.

	Solution ##
	Clause
	Support for the KI #5.6.2 Requirements
	Impact
	Compliancy with existing Stage 2 Procedures (see EN below)
	Existing Solution Evaluations
	Comment

	
	
	Uplink (UL)
	Broadcast
	NG RAN
	CN
	
	
	

	11
	6.11
	Y
	Y
	Y
	N


	Y
	TBD
	Uses D-H. Protects against passive attacks on CAG-ID confidentiality/privacy on both Broadcast and UL.

	12
	6.12
	Y
	Y
	Y
	N
	Y
	TBD
	Uses hash function. Protects against passive attacks on CAG-ID confidentiality/privacy on both Broadcast and UL.

	13
	6.13
	Y
	N
	Y(*)
	Y
	N
	TBD
	Uses modified initial NAS procedure by embedding CAG ID in the UE’s SUCI. Protects against active and passive attacks on CAG-ID confidentiality/privacy on the UL.



	14
	6.14
	Y
	N
	Y(*)
	Y
	N
	The solution fulfils the requirement in key issue #6.2
	Uses modified initial NAS procedure by embedding CAG ID in the UE’s SUCI. Protects against active and passive attacks on CAG-ID confidentiality/privacy privacy on the UL.

	15
	6.15
	Y
	N
	Y (*)
	Y
	N
	TBD
	Uses modified initial NAS procedure by embedding CAG ID in the UE’s SUCI. Protects against active and passive attacks on CAG-ID confidentiality/privacy privacy on the UL.

	16
	6.16
	Y
	N
	Y (**)
	N
	N
	TBD
	Uses modified initial NAS procedure where UE sends the CAG ID in the initial NAS message as a non-cleartext NAS IE. Protects against active and passive attacks on CAG-ID confidentiality/privacy privacy on the UL.




Figure XX.YY.ZZ: The summary of the evaluations for solutions addressing Key Issue #5.6.2: CAG ID Privacy.
 (*) 
NG RAN needs to obtain the CAG ID from the AMF. The AMF receives CAG ID from the Home Network.

(**) 
NG RAN needs to obtain the CAG ID from the AMF. The AMF receives CAG ID over NAS directly from the UE. 
Editor’s Note: SA3#96 issued S3-193142, LS on sending CAG-ID in NAS signalling, requesting feedback from SA2, RAN2, and RAN3 on proposal under discussion in SA3 to not have the CAG ID sent in AS signalling but include it in NAS signalling instead and using e.g., existing NAS signalling security mechanisms for CAG ID UL protection. The evaluation of solution for its compliance with existing stage 2 procedures is FFS pending responses to S3-193142.
*************************************************** End of changes ******************************
�We need to decide where to put such review of solutions, in the KI#5.6.2 itself (no other KIs have this) or as a new subclause in Section 7, Conclusions (other conclusions are different).








