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1
Decision/action requested

Include the text below in Section 4 of TR 33.848
2
References

[1]
S3-191223, Discussion on structure of TR 33.848: Study on Security Impacts of Virtualisation
3
Rationale

Proposed text for Section 4 of TR 3.3848 including background for the virtualisation security study.  More information on the proposed structure of this study is included in the discussion document S3-191223 [1].
4
Detailed proposal

*** Begin First Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[aa]
ETSI GS NFV 002: "Network Functions Virtualisation (NFV); Architectural Framework".
[bb]
ETSI GS NFV-SEC 009: "Network Functions Virtualisation (NFV); NFV Security; Report on use cases and technical approaches for multi-layer host administration".
[cc]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security"
[dd]
ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement"
*** End First Change ***

*** Begin Second Change ***

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.
Noisy Neighbour Problem: When a VM accessing shared resources uses more than it should do.  This causes other VMs accessing those resources to suffer from reduced or erratic performance.
*** End Second Change ***

*** Begin Third Change ***

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].



COTS
Commercial Off The Shelf
CSP
Communications Service Provider
MANO
Management and Orchestration
NF
Network Function

NFV
Network Functions Virtualisation

NFVI
Network Functions Virtualisation Infrastructure
SBA
Service Based Architecture
TLS
Transport Layer Security
VM
Virtual Machine

VNF
Virtualised Network Function
*** End Third Change ***
*** Begin Fourth Change ***
4. Virtualisation Background, Concepts and Assumptions

Editor’s Note: This section will contain a basic description of virtualisation, hierarchical implementation model and deployment assumptions 

4.1
Introduction

In computing, virtualisation encompasses a number of different techniques to create a virtual, or software, version of a computing device.  Examples of devices and systems which may be virtualised include hardware platforms, memory, storage or a network.  The present document primarily addresses the security of NFV.  In the context of a 3GPP network, NFV refers to the deployment of Network Functions (NFs) as software modules which run on off the shelf computing hardware.  This contrasts with the traditional deployment of 3GPP network components as specialised hardware devices.  Implementation of the 5G Service Based Architecture (SBA) relies on the use of NFV, among other technologies.
4.2
Architecture

ETSI GS NFV 002 [aa] defines the high-level NFV Framework which consists of three working domains, as shown by Figure xx.

The NFV Infrastructure (NFVI) includes all the hardware and software which provide a platform on which VNFs can be deployed.  The NFVI includes:
-
Hardware resources, which are assumed to be COTS
-
Virtualisation Layer, for example a hypervisor or container engine, which separates the VNF software from underlying hardware.

-
Virtualised Resources

· 
· 
· 
VNFs run on top of the NFVI and are software implementations of network functions.  A VNF may run in one Virtual Machine (VM) or over several.

NFV Management and Orchestration consists of the systems and functions which are responsible for virtualisation specific management tasks, such as lifecycle management of VNFs and orchestration of resources required to support virtualisation.
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Figure xx: ETSI NFV high-level architecture (ETSI GS NFV 002)

4.3
Virtualisation of 3GPP Network Functions

The 5G core network is defined as service-based and consists of network functions (NFs) which can register themselves to the network and subscribe to other services using service based interfaces.  3GPP NFs are assumed to be virtualised, but do not necessarily correspond in a 1:1 manner with ETSI VNFs.  CSPs may choose to group multiple NFs into a single managed VNF or to deploy each NF in an individual VNF.  We assume that a NF is not split between multiple VNFs, but beyond that decisions on grouping NFs are out of scope of 3GPP.

4.4
General NFV security issues

Editor’s Note: This subsection contains an overview of general NFV security issues, which are not specific to 3GPP but which give background to specific 3GPP security decisions.
4.4.1
Access to VNFs via virtualisation layer

Most virtualisation platforms make it possible for a user with root access to the virtualisation layer to view and edit the memory of hosted VMs.  This administrator may be able to change or stop processes running in the VM, give other applications access to the VM or steal security critical data.  These challenges are discussed in ETSI NFV-SEC 009 [bb].

An attacker may have access to the virtualisation layer via a variety of means.  The access could be legitimate, such as a rogue employee at the hosting company, or illegitimate i.e. hyperjacking.  From the point of view of the VNF these attack vectors are the same, as both result in a rogue actor gaining access.  In general, such access would be invisible to the VNF.

4.4.2
Sharing of private keys between VNFs

In the 5G Core Network, NF communications are secured using TLS, according to the profiles in TS 33.210 [cc].  ECDSA and RSA are used to authenticate these communications.  Therefore, a VNF must contain private keys to authenticate these exchanges.  These keys need to be provisioned to VMs securely on first boot, or need to be stored securely on the image in some fashion.  A decision also needs to be made as to whether two NF instances may share the same key pair, for example if the second instance is deployed in the case that the first fails.  These challenges are discussed in more detail in section 6.8 of ETSI NFV-SEC 001 [dd].
4.4.3
Isolation
One of the attractions of NFV is that it allows resources to be used flexibly.  Sharing hardware resources between VNFs allows networks to scale services up and down as required and to centralise the management and orchestration.  However, the adoption of shared resources raises security questions which do not apply when using discrete physical infrastructure.  In particular, virtualisation technology needs to ensure that VNFs can be isolated from one another, particularly in the case where they have specific security requirements.  There are various approaches to isolating VNFs, ranging from using physically separate hardware to using separate containers.  Where VNFs do share resources, these might be managed in different ways, as discussed in Section 6.5 of [aa].  Sharing memory and specialised hardware could require special considerations.
There are a number of security threats if VNFs are not appropriately isolated and resources are not shared effectively.  These include the noisy neighbour problem and potential side-channel attacks.
Editor’s Note: Further security issues are FFS
*** End Fourth Change ***
