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1
Decision/action requested

SA3 is requested to consider the proposal in this paper when designing service access authorization framework for Indirect communications between NFs via Service Communication Proxy
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Rationale

Rel-16 introduces Indirect communication between NFs in which the NFs communicate via an intermediary entity called Service Communicaiton Proxy (SeCoP). There are essentially two operating models that NF and NF services can use to interact which each other via the SeCoP [3] – 

a) Indirect Communication without Delegated Discovery (Model C) in which the requester NF uses the discovery result to select a NF instance while the associated NF service instance selection may be done by the requester NF and/or an SeCoP on behalf of the requester NF.

b) Indirect Communication with Delegated Discovery (Model D) in which the consumers do not do any discovery or selection. The consumer adds any necessary discovery and selection parameters required to find a suitable producer to the service request. The SeCoP uses the request address and the discovery and selection parameters in the request message to route the request to a suitable producer instance. The SeCoP can perform discovery with an NRF and obtain a discovery result.

In Model D, the NF consumers do not avail services of NRF for discovery and selection. Therefore Rel-15 Service access authorization model based on OAuth 2.0 doesn’t work for Model D. This issue is captured in Key Issue #22.
The purpose of this discussion paper is to provide an OAuth based service access authorization framework that works for Model D.
4
Detailed proposal

4.1
Background

Following three scenarios are possible when Model D is for indirect communicaitons between NFs via SeCoP
a) Intra-PLMN intra-SeCoP, in which a single SeCoP connects to both the NF consumer and NF producer.
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Figure 4.1-1 Intra-PLMN intra-SeCoP scenarios

b) Intra-PLMN inter-SeCoP, in which there are atleast two SeCoPs involved, one connected to the NF consumer and a second one connected to the NF producer.
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Figure 4.1-2 Intra-PLMN inter-SeCoP scenarios

c) Inter-PLMN, inter-SeCoP (same as case b, but in roaming scenarios)
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Figure 4.1-3 Inter-PLMN scenarios

For the purpose of this discussion paper, we look how to accomplish OAuth based service access authorization for scenarios b) and c).
For scenario a), it is expected that there is no need for a OAuth based service access authorization between two NFs.

4.2 OAuth 2.0 based Service access authorization for Model D

The Service Communication Proxy (SeCoP) implements OAuth based Service access authorization of Network functions when Option D architectural option is used. 
4.2.1
OAuth 2.0 Architecture 
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Figure 4.2.1-1 OAuth 2.0 Architecture for Indirect communication w/ Delegated discovery (Model D)
In the above figure, OAuth 2.0 roles are performed as follows:
- Network Resource Function (NRF) is the OAuth 2.0 Authorization server

- Service Communication Proxy (SeCoP) on the consumer side is the OAuth 2.0 client

- Service Communicaiton Proxy (SeCoP) on the producer side is the OAuth 2.0 resource server
Rel-16 allows NRF to be co-located or combined with SCP. In such scenarios, SCP could also include the functionality of OAuth 2.0 Authorization server.

NOTE: In deployments where a common SeCoP is used to connect NF Service Consumer and NF Service Producer (scenario a) in 4.1 above), OAuth 2.0 based Service Access Authorization is not required.
4.2.2
OAuth 2.0 client authentication
The OAuth client (SeCoPc) registers with the OAuth 2.0 Authorization Server (NRF) as a “confidential” type of OAuth 2.0 client. Since there it is expected that there will be an underlying mutually authenticated TLS connection between the SeCoPc and the NRF, there is no need for a separate OAuth 2.0 client authentication mechanism. 

4.2.3
SeCoP obtaining access token before service access
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Figure 4.2.3-1 SeCoPc obtaining access token before service access
1. The NFc invokes the API requesting specific service towards the SeCoPc. The request may include discovery and selection parameters necessary to discover and select a NF service producer instance.
2. The SeCoP performs service discovery and selection of target NFps if required and selects the target NF service producer.

3. The SeCoP obtains an access token for service access authorization on behalf of the NF consumer. The message shall include the NF instance Id of the selected producer, expected NF service name(s), NF type of the expected NF producer instance and NF consumer.

4. The NRF checks its internal database to authorize the NF consumer. The NRF determines the scope of access based on what the NF consumer is authorized to access.

5. The NRF generates an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45].

The claims in the token includes the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the NF Service producer (audience), expected service name(s) (scope) and expiration time (expiration).

6. The NRF sends the access token along with the expiration time to the SeCoP.

The SeCoPc forwards the request to the selected NF service producer with the access token.
 4.2.4
SeCoP authorizing the NF consumer
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Figure 4.2.4-1 SeCoPp validating the access token and authorizing NFc 
1. The SeCoP connected to the NF Producer receives the service request along with the access token.
2-3 The SeCoPp verifies the integrity of the access token, validates all the claims in the access token and authorizes NF consumer to obtain service from the NF producer.

4. The SeCoPp forwards the service request to the NF producer. The SeCoPp may optionally include the access token and an indication to NF producer.

5
Conclusion

It is requested that SA3 agree on the proposal and approve the corresponding pCRs (S3-191485) to the TR
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