3GPP TSG SA WG3 (Security) Meeting #95
S3-191426
Reno (US), 6-10 May 2019


Source:
Nokia, Nokia Shanghai Bell
Title:
Update to 5GLAN-type service security solution
Document for:
Approval
Agenda Item:
8.15
1
Decision/action requested

It is requested to add a new soluiton into TR 33.819.
2
References

3GPP TR 33.819 Study on security enhancements of 5GS for vertical and Local Area Network (LAN) services
3
Rationale

This is an extension to solution #2 by allowing the SMF to take information from the DN AAA into account on whether any protection has already been applied end-to-end.
4
Detailed proposal

*************** Start of Change ****************
6.X
Solution #X: SMF handling the UP security policy for a 5GLAN Group based on information from DN AAA
6.2.1
Introduction

This solution provides an enhancement to Solution #2 and addresses key issue #3.2: UP security policy for the 5GLAN group. A single SMF and a single PSA UPF is responsible for all the PDU Sessions for 5GLAN group communication within a single 5GLAN group. The same SMF is responsible for managing the PDU sessions belonging to the same 5GLAN group.​
When application layer end-to-end security is applied between a UE and DN that is reached via a 5GS, there is no significant security gain in doing PDCP layer user plane traffic encryption and/or integrity protection between the UE and the gNB. 

Solution #2 suggests that SMF shall only use “required” or “not needed” for indicating the protection required. This decision is done by the network (not by the UE), based on a policy that must be available in the network at the time of the decision.
According to TS 23.501 [X] and TS 23.502 [Y], the SMF determines and provides the UP security policy for a PDU session to the gNB connected to 5GC during the PDU session establishment procedure. In this solution it is suggested to provide SMF with information from the DN AAA Server, i.e. whether end-to-end security is already applied at the data radio  bearer and thus, would not be needed anymore by the NPN. Depending on this information the SMF will indicate “required” or “not needed” to gNB for the protection required.
Then, in line with solution #2, after SMF has evaluated the information received from the DN AAA, it generates a UP security policy for all DRBs belonging to that PDU session, i.e. it indicates whether UP confidentiality and/or UP integrity protection are activated or not for all DRBs belonging to that PDU session. The gNB uses UP security policy to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session. 
6.2.2
Solution details
This solution requires the same security activation status in the UP security policy for all UE’s belonging to the same 5GLAN group. 
The SMF may have received indication of a DN AAA server whether user plane encryption and/or integrity protection is applied end-to end and thus, the SMF can make a decision on whether additional protection to the data radio bearers of the respective PDU session is needed. Based on this input the SMF makes a decision on the protection level that the gNB shall apply and shall send the same security activation status in the User Plane Security Policy to the gNBs for establishing PDU sessions with UEs belonging to the same 5GLAN Group.
Thus, the ciphering and integrity protection activation status of DRBs of all UEs belonging to the same 5GLAN Group shall be the same. 

6.2.3
Evaluation
The proposed solution meets all the requirements of key issue #3.2. 
*************** End of Change ****************
