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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a solution that addresses the key issue of security aspects of broadcast assistance data.
3
Detailed proposal
*** BEGIN CHANGES ***
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*** NEXT CHANGES ***
6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

This solution addresses the key issue #x "security aspects of broadcast assistance data ", and focuses on ciphering algorithms.

In 3G TS 25.305 [n1] specifies 56-bit DES algorithm is used to encrypt broadcast positioning assistance data. In 4G TS 36.355 [n2] specifies 128-bit AES algorithm with counter mode is used to encrypt broadcast positioning assistance data. Therefore, both 3G and 4G systems do not provide integrity protection for broadcast positioning assistance data.
The solution proposes to use some encryption algorithms that can provide both integrity and confidentiality protection for the broadcast positioning assistance data.
6.Y.2
Solution details

The broadcast positioning assistance data can be encrypted with AES-CCM [n3] or AES-GCM [n4]. Both of them can provide data integrity and confidentiality protection.

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
*** END OF CHANGES ***

