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1	Decision/action requested
This pCR provides a solution addressing the key issue #2.1 for TR33.819.
2	References
[1]	3GPP TS 23.502: "Procedures for the 5G System".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[4]	3GPP TS 33.819: "Study on security for 5GS enhanced support of Vertical and LAN Services”.
3	Rationale
NPNs may be deployed as completely standalone networks, they may be hosted by a PLMN, or they may be offered as a slice of a PLMN. NPNs can only be accessed by authorized users but a user can be authorized to access both NPN and PLMN. In this solution, we only consider the PLMN integrated NPN deployment.
To obtain access authorization to the NPN network, the UE must be authenticated by the NPN network. The authentication method may be a mandatory authentication method of the 3GPP, for example, EAP-AKA' or 5G AKA, or a non-AKA authentication method based on the EAP framework. After the UE accesses the NPN, if the UE still wants to connect to the PLMN, the UE must perform further registration and authentication with the PLMN (using the authentication method supported by the PLMN). Similar procedure is followed for the NPN access through the PLMN.
Assume that the NPN network allows the EAP-AKA '(or 5G AKA) authentication method. If a UE uses EAP-AKA' (or 5G AKA) in the NPN network to complete the registration procedure, after the authentication and authorization of the NPN network are obtained, the UE also wants to access the PLMN network at the same time. In this case, the EAP-AKA' (or 5G AKA) authentication method and procedure are repeated. Vice versa (the PLMN is registered first and then connected to the NPN network). 
Under certain conditions, the proposed solution avoids repeated authentication of the PLMN or the NPN network, thereby reducing computing costs, improving network resource utilization, and enhancing seamless service continuity between the NPN and the PLMN. 
4	Detailed proposal
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Figure 6.Y.2-1 PLMN access through NPN using authentication checkpoint

In this case, the UE is trying to access PLMN through NPN. We assume that the UE has same credentials for NPN and PLMN access. 
1. UE registers with NPN. In the registration process any authentication method can be employed. The ‘authentication type’ is added as a new information element to the registration request message.  If EAP-AKA’ or 5G AKA were used, the ‘authentication type’ parameter is set to 1, otherwise it is kept at its default value 0.
2. When the UE needs to access the PLMN network, the UE submits a registration request to the NPN AMF. The indication that the registration request is for PLMN may be implemented by setting a value different from the NPN registration request in the "registration type".
3. NPN AMF selects the corresponding PLMN AMF based on the information in registration request. The NPN AMF checks whether the PLMN to which the UE attempts to connect is in the list of allowed PLMNs. The PLMN identifier in the list allows the UEs that performed the EAP-AKA' or 5G AKA authentication through the NPN network to directly access the PLMN. 
4. The NPN AMF forwards the registration request to the AMF of the PLMN. 
5. After receiving the registration request, the PLMN AMF checks the authentication type used by the UE during NPN registration. If the EAP-AKA' or 5G AKA authentication method is used during the NPN registration, the UE is allowed to skip the PLMN authentication, and step 7 is performed directly. The PLMN can also maintain a list of NPNs that are allowed to skip the authentication. 
6. For the UE that does not perform PLMN authentication, the PLMN AMF sends a request message to the NPN AMF to obtain the security context generated after the UE is authenticated by the NPN. 
7. The NPN AMF sends the security context of the UE to the PLMN AMF.

6.Y.3	Evaluation
TBD  
**** End of Changes ****


image1.png
UE

NPN
AMF

1. UE Registration and
Authentication with NPN.

2.Registration
Request for PLMIN

—————

3. PLMN AMF
selection. Checks
if the PLMN ID is
in the allowed list.

4. Registration Request

PLMN
AMF

>

5. Checks if authentication
used is EAP-AKA' or 5G-
AKA and if NPN ID is in the

allowed list.

6.Namf_Communication_UEContext

Transfer request

7.Namf_Communication_UEContext

Transfer response





