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1
Decision/action requested

Approval of the following new Key Issue for TR33.848
2
References

None
3
Rationale

5G Network Functions can be grouped into different trust domains, and the required security for these trust domains defined.  For example, trust in the UDM/ARPF, which contains long term cryptographic keys, is required to be higher than trust in the AMF.  If the same security policies are applied to NFs in different trust domains then this could lead to reduced security and/or to reduced functionality.  For example, it may be appropriate to deploy a single UDM/ARPF for a network in a physically secure location and to give only a small number of highly trusted engineers access to this function.  However, applying the same policy for an AMF or a SMF would increase latency and reduce availability, likely to the point of unusability.

TS 33.501 includes the assumption that network operators divide their core networks into different trust zones.  How this division might be done is not further defined.  However, to properly investigate appropriate isolation and other security policies for 5G NFs it is important to have a better idea of which NFs might be placed in which trust domains, or at least of any NFs which require special handling.
4
Detailed proposal

*** Begin First Change ***
5.x

Key Issue x: Establishment of trust domains for Network Functions

5.x.1
Key issue detail

5G Network Functions can be grouped into different trust domains which have different security requirements.  For example, trust in functions which contain long term cryptographic keys might require different levels of trust to functions which only hold session keys or those which do not contain cryptographic values at all.  Applying the same security policies to NFs in different trust domains could lead to reduced security and/or to reduced functionality.
Definition of appropriate segregation and security policies for NFs in different trust domains requires establishment of trust domains for 3GPP NFs.
5.x.2
Security threats

None.
5.x.3
Potential security requirements

None.
*** End First Change ***

