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1
Decision/action requested

SA3 is kindly asked to approve the proposed editorial updates to the current test cases in TS 33.517 for SCAS SEPP, based on the related proposals to TS 33.501 and TR 33926 as approved.
2
References

[1]
3GPP TS 33.517

5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class
[2]
S3-191466

New Annex for the SEPP in TR 33.926
[3]
S3-191469

Error handling for PLMN ID mismatch
3
Rationale

This pCR proposes some editorial updates to the current test cases in TS 33.517 for SCAS SEPP, based on the approved proposals to TS 33.501 in S3-191469 and to TR 33926 in S3-191466. 
4
Detailed proposal

*************** Start of the Change ****************

4.2.2.2
Correct handling of cryptographic material of peer SEPPs and IPX providers

Requirement Name: Correct handling of cryptographic material of peer SEPPs and IPX providers


Requirement Description: 

“The SEPP shall be able to clearly differentiate between certificates used for authentication of peer SEPPs and certificates used for authentication of intermediates performing message modifications.”

as specified in TS 33.501, clause 5.9.3.2

Threat References: Misusing cryptographic material of peer SEPPs and IPX providers
Security Objective References: TBA
Test Case: 

Test Name: TC_CRYPT_MATERIAL_SEPP_IPX_SEPARATION
Purpose:

Verify that the SEPP under test does not accept raw public keys/certificates by intermediate IPX-providers for N32-c TLS connection establishment. The opposite is to be ensured as well: The SEPP under test shall not accept N32-f JSON patches signed with raw public keys/certificates of peer SEPPs.

Procedure and execution steps:

Pre-Conditions:

-
System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs are to be configured and how internal log files can be accessed.

-
A second SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-f messages. This system may be simulated. 

-
Both SEPPs are to be configured with a raw public key/certificate of their communication peer to be able to establish a N32-c connection. 

-
Test environment with one node simulating an IPX-provider. This functionality includes parsing N32-f messages, creation of JSON-patches for message modifications and JWS operations, among others.

-
Two public/private key pairs representing IPX-providers. These cryptographic keys must be different from those of the two SEPPs.

Execution Steps

1.1
Both SEPPs are configured for N32-f communication via the simulated IPX-system.

1.2
Both SEPPs establish a N32 connection with each other. The secondary SEPP provides the IPX-provider’s public key/certificate to the SEPP under test as part of the IPX security information list via N32-c.

1.3
While the N32 connection from the previous step is still active, the tester attempts to establish an additional N32-c TLS connection using the IPX-providers private key.

1.4
Based on the internal log files, the tester validates how the SEPP under test handles the N32-c connection attempt.

2.1
Both SEPPs are configured for N32-f communication via the simulated IPX-system.

2.2
Both SEPPs establish a N32-c connection with each other. The secondary SEPP provides the IPX-provider’s public key/certificate to the SEPP under test as part of the IPX security information list via N32-c.

2.3
The tester sends a N32-f message from the secondary SEPP via the IPX-system towards the SEPP under test.

2.4
The intermediate IPX-system appends an arbitrary JSON-(NULL-)patch to the N32-f message and signs it not with its own private key, but the private key of the secondary SEPP. The modified message is then forwarded to the SEPP under test.

2.5
Based on the internal log files, the tester validates how the received N32-f message is handled by the SEPP under test.

Expected Results:

-
The N32-c TLS connection establishment using the cryptographic material of the intermediate IPX-system fails with the SEPP to be tested (step 1.4).

-
The JSON patch signed with the peer SEPP’s private key is discarded by the SEPP under test (step 2.5).
4.2.2.3
Connection-specific scope of cryptographic material by IPX-providers
Requirement Name: Connection-specific scope of cryptographic material by IPX-providers 

Requirement Description: 

Cryptographic material from IPX providers, i.e. raw public keys or certificates, used to authenticate N32-f message modifications is only valid for the N32 connection it is exchanged in. The SEPP under test shall not accept N32-f message modifications signed by IPX-providers other than the ones whose cryptographic material has been exchanged as part of the IPX security information list via the related N32-c connection.


Threat References: Misusing cryptographic material beyond connection-specific scope
Security Objective References: TBA
Editor’s Note: Security objectives need to be added with reference to TR 33.926.

Test Case: 

Test Name: TC_CONNECTION_SPECIFIC_SCOPE_CRYPT_MATERIAL
Purpose:

Verify that the SEPP to be tested does not use cryptographic material from IPX-providers other than the ones whose raw public key/certificate has been exchanged in the related N32-c connection to authenticate N32-f message modifications.

Procedure and execution steps:

Pre-Conditions:

-
System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs are to be configured and how internal log files can be accessed.

-
Test environment with one node simulating an IPX-provider. This functionality includes parsing N32-f messages, creation of JSON-patches for message modifications and JWS operations, among others.

-
Two public/private key pairs representing IPX-providers.

-
A second SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-f messages. This system may be simulated. 

-
Both SEPPs are to be configured with the raw public key/certificate of their communication peer to be able to establish an N32-c TLS connection. 

Execution Steps

1.
Both SEPPs are configured for N32-f communication via the simulated IPX-system.

2.
Both SEPPs establish a mutual N32-c connection. As part of the IPX security information list, the secondary SEPP provides one of the prepared raw public keys/certificates of the IPX-providers (KEY_A) to the SEPP under test.

3.
Parallel to the N32 connection in step 1, an additional connection is established between the two SEPPs. Within this connection, an alternate raw public key/certificate of the IPX-providers (KEY_B) shall be exchanged.

4.
Within the N32 connection established in step 1, the tester sends an N32-f message from the secondary SEPP towards the SEPP under test. The intermediate IPX-system appends an arbitrary JSON-(NULL-)patch, which is signed with the private key belonging to KEY_B, i.e. the one out of scope of this particular N32 connection. The modified message is then forwarded to the SEPP to be tested.

5.
Based on the log files of the SEPP under test, the tester validates how the received N32-f message is handled.

Expected Results:

-
N32-f message modifications which have been signed by IPX-providers whose information has not been exchanged as part of the related N32-c connection are discarded by the SEPP under test.

4.2.2.4
Correct handling of serving PLMN ID mismatch
Requirement Name:
Correct handling of serving PLMN ID mismatch
Requirement Description:

"The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context" as specified in TS 33.501 [3], clause 13.2.4.7.

"The pSEPP shall check that the serving PLMN ID of subject claim in the access token matches the remote PLMN ID corresponding to the N32-f context Id in the N32 message" as specified in TS 33.501 [3], clause 13.4.1.2.

Threat References: Incorrect handling for PLMN ID mismatch
Security Objective references: tba

Editor’s Note: Security objective need to be added with reference to TR 33.926.
Test case: 
Test Name: TC_PLMN_ID_MISMATCH
Purpose:

Verify that the SEPP under test is able to identify the mismatch between the PLMN-ID contained in the incoming N32-f message and the PLMN-ID in the related N32-f context, and take action accordingly.
Procedure and execution steps:

Pre-Conditions:

-
Test environment with a peer SEPP instance (as cSEPP), which may be simulated.

-
The SEPP under test and the peer SEPP have mutually authenticated and already established N32-c connection. 

-
The SEPP under test has established N32-f context with the peer SEPP. The SEPP under test is in possession of the N32-f peer information which contains remote PLMN ID of the peer SEPP.

-
The tester shall have access to the interfaces of the SEPP under test and the peer SEPP.

Execution Steps: 
1.
The test computes an access token correctly, except that the PLMN ID appended in the subject claim of the access token is different from PLMN ID of the peer SEPP, and then includes the access token in a NF Service Request.

2.
The peer SEPP sends to the SEPP under test a N32 message containing the NF Service Request with the access token.

3.
The SEPP under test receives the incoming N32 message from the peer SEPP and verifies that the PLMN ID in the subject claim of the access token does not match the remote PLMN ID in the N32-f peer information in the N32-f context.

Expected Results:

 -
The SEPP under test sends an error signalling message containing the N32-f Message Id and error code to the peer SEPP on the N32-c connection. 
Editor’s Note: the result needs to be aligned with the relevant error handling description to be added in TS 33.501 and TS 29.573.
Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.

*************** End of the Change ****************

