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1
Decision/action requested

SA3 is kindly asked to appove the testcase below to be included in TS 33.517.
2
References

none
3
Rationale

The testcase decribed below verifies that the SEPP under test correctly replaces the cleartext representations of information elements requiring encryption with the value "NULL" and creates JSON patches in the dataToIntegrityProtectAndCipher object containing the encrypted values respectively. A fault in or complete lack of this functionality may expose sensitive information to IPX-providers in the path or any other party eavesdropping on the connection between roaming partners.
4
Detailed proposal

4.2.2.X 
Replacing confidential IEs with NULL in original N32-f message
Requirement Name: Replacing confidential IEs with NULL in original N32-f message
Requirement Reference: TBA 

Requirement Description: 

"If there is any attribute value that requires encryption, the value shall be replaced by null. The SEPP shall calculate a JSON patch document, dataToIntegrityProtectAndCipher (clause 13.2.4.3.2), that replaces any nulls with the required values."

as specified in TS 33.501 [3], clause 13.2.4.3.1.1
Threat References: TBA

Security Objective References: TBA
Editor's Note: Security objectives and threat need to be added with reference to TR 33.926.
Test Case: 

Purpose:

Verify that the SEPP under test correctly replaces information elements requiring encryption with the value "NULL" and creates JSON patches containing the respective encrypted values in the dataToIntegrityProtectAndCipher object.
Pre-Conditions:

-
System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs are to be configured and how internal log files can be accessed.

-
A second SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-f messages. This system may be simulated. 

-
Both SEPPs are to be configured with a raw public key/certificate of their communication peer to be able to establish a N32-c connection. 

-
An arbitrary Data-type encryption policy which includes at least one information element requiring encryption on N32-f. The SEPP under test is to be configured with this policy.
Execution Steps

1.
Both SEPPs establish a mutual N32-c connection.
2.
Via the PLMN-internal interface, the tester provides the SEPP under test with a message to be forwarded to the peer SEPP on N32. This message must contain at least one information element that requires encryption according to the locally configured Data-type encryption policy.
3.
The tester captures the related N32-f message after transformation by the SEPP under test.
Expected Results:

Information elements in the original message that require encryption according to the Data-type encryption policy are replaced with the value "NULL" and appropriate JSON patches in the dataToIntegrityProtectAndCipher object are created by the SEPP under test.
Expected format of evidence:
Evidence suitable for the interface, e.g text representation of the captured N32-f message.
