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1
Decision/action requested

SA3 is kindly asked to remove the AMF log related EN for test case of AMF.
2
References
NA
3
Rationale

In CR 569 to 33.501 it is clarified, that logging is mandatory to support, but optional to use. Therefore the test case can verify that the log entry exists.
4
Detailed proposal

*************** Start of Change ****************
4.2.2.4.1
Bidding down prevention in Xn-handover

Requirement Name: Bidding down prevention in Xn-handovers

Requirement Reference: TBA 

Requirement Description: "In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB in the Path-Switch Acknowledge message. The AMF shall support logging capabilities for this event and may take additional measures, such as raising an alarm. " 
as specified in TS 33.501 [2], clause 6.7.3.1.
Threat References: TBA

Security Objective References: TBA
Editor’s Note: Security objectives and threat need to be added with reference to TR 33.926.
Test Case: 
Test Name: TC_BIDDING_DOWN_XN_AMF
Purpose:

Verify that bidding down is prevented by the AMF under test in Xn handovers.

Pre-Conditions:

Test environment with (target) gNB may be simulated. 
The AMF under test is configured with the UE’s security context for the UE.
The AMF under test is configured to log UE security capability mismatch.

Execution Steps

The tester sends 5G security capabilities for the UE, different from the ones stored in the AMF, to the AMF under test using a Path-Switch message.

Expected Results:

The tester captures the Path-Switch Acknowledge message sent by AMF under test to the target gNB, which includes the locally stored 5G security capabilities in the AMF under test for that UE.
The tester verifies that a log entry showing the capability mismatch is logged. 

Expected format of evidence
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*************** End of Change ****************
