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***************** end of 1st change *****************
***************** start of 2nd change *****************
E.1.2
MIKEY common fields

 All MIKEY-SAKKE messages shall include the Common Header payload (HDR), Timestamp payload (TS), RAND payload, IDRi payload, IDRr payload, IDRkmsi payload, IDRkmsr payload, SAKKE payload and a SIGN (ECCSI) payload.
Optionally, the MIKEY-SAKKE message may contain a Security Properties payload (SP), a second SAKKE payload (SAKKE-to-self specified in Annex E.5), and a key parameter payload (specified in Annex E.6)

In the MIKEY HDR, the 'data type' shall be '26' (as this is a MIKEY-SAKKE message). The 'V' bit shall be '0'. The 'PRF func' may be '1' indicating the use of 'PRF-HMAC-SHA-256' ('PRF-HMAC-SHA-256' is the only PRF algorithm that is mandatory to support). The 'CS#' may be 0 or more. 

-
Where the 'CS#' is '0', the 'CS ID map type' shall be '1' (empty map) and 'CS ID Map Info' shall have length '0'. This shall imply that default security policies shall be applied (as defined in further clauses). 

-
Where the 'CS#' is greater than '0', the 'CS ID map type' shall be '2' (GENERIC-ID as defined in RFC 6043 [25]).

Each MIKEY message contains the timestamp field (TS). The timestamp field shall be TS type NTP-UTC (TS type 0), and hence is a 64-bit UTC time.
The ID Scheme in the SAKKE payload shall be '3GPP MCX hashed UID ' to reflect the generation scheme defined in clause F.2.1.
The ID Scheme '3GPP MCX hashed UID' takes on the IANA assigned value of '2' [aa].


The entire MIKEY message shall be signed by including an SIGN payload providing authentication of the origin of the message. The signature shall be of type '2' (ECCSI).
***************** end of 2nd change *****************
***************** start of 3rd change *****************
E.5
MIKEY general extension payload to support 'SAKKE-to-self'

In some circumstances it is useful for the initiator to be able to decrypt a MIKEY-SAKKE payload and recover the key (as well as the receiver). For example, where the initiating user is attached to the MCX service via more than one MC UE, the other MC UEs associated with the initiating user will also need the key material to be able to join the communication.

To support this scenario, an optional MIKEY General Extension Payload may be added to the MIKEY-SAKKE message. This general extension payload has type 'SAKKE-to-self'. The contents of the payload will be a full SAKKE payload as defined in IETF RFC 6509 [11]. Within the second SAKKE payload the key (GMK or PCK) shall be encapsulated to the UID generated from the MC identifier associated with the initiating user (either group management server or private call initiator). The ID Scheme in the SAKKE payload shall be '3GPP MCX hashed UID ' to reflect the generation scheme defined in clause F.2.1.
The General Extensions Field Name 'SAKKE-to-self' type takes on the IANA assigned value of '6' [aa].

EXAMPLE SAKKE-to-self payload:

 *   0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

 *  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

 *  ! Next payload  ! Type          ! Length                        !

 *  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

 *  ! Next payload  ! SAKKE params  !   ID scheme   !  SAKKE data   ~

 *  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

 *  ~ length (cont) !                  SAKKE data                   ~

 *  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
The SAKKE-to-self payload encapsulates a SAKKE payload. Consequently, the SAKKE-to-self payload will contain two 'next payload' fields. The second 'next payload' field, which corresponds to the encapsulated SAKKE payload, shall be set to zero and ignored.
***************** end of 3rd change *****************
***************** start of 4th change *****************
E.6.1
General

The parameters associated with the key shall be contained in the 'General extension payload' specified in IETF RFC 3830 [22] using the '3GPP key parameters ' Type value and contained within the signed envelope of the MIKEY-SAKKE I_MESSAGE specified in clause E.2. The format and cryptography of the payload are specified in this subclause.
The General Extensions Field Name '3GPP key parameters' type takes on the IANA assigned value of '7' [aa].

The payload consist of a series of information elements. The standard format and encoding rules for the information elements follow that defined for the MCPTT Off-Network Protocol (MONP) as documented in Annex I of 3GPP TS 24.379 [10].
The four octets consisting of the header of the 'General extension payload' shall be formatted according to IETF RFC 3830 [22]. 
The contents of the 'General extension payload' shall be an MCData Protected Payload message as defined in Clause 8.5.4 with the ‘Payload' element consisting of the 'Key Parameters' payload defined in this clause. The ‘Payload ID’ and the ‘Payload sequence number' of the Protected Payload shall be set to '0' by the sender and ignored by the receiver. The DPPK-ID of the Protected Payload shall be the same as the CSB-ID of the encapsulating MIKEY payload. The key encapsulated by the MIKEY payload (e.g. GMK, MuSiK, etc) shall be used to protect the Protected Payload (the Key Parameters payload).

The 'Key Parameters' payload is a type 6 information element composing a 1 byte Key Parameters IEI, a 2 byte length of the Key Parameters payload contents, and the Key Parameters payload content itself. The Key Parameters payload content shall be of the format specified in Table E.6.1-1.

Table E.6.1-1: Key Parameters Payload content

	Information Element
	Type/Reference
	Presence
	Format
	Length

	Key Type
	The type of key.

Clause E.6.11.
	M
	V
	1

	Status
	The current status of the key.

Clause E.6.9.
	M
	V
	4

	Activation Time
	Date and Time when the key may start to be used.

Clause E.6.4.
	M
	V
	5

	Expiry Time
	Date and Time when the key may no longer be used.

Clause E.6.10.
	M
	V
	5

	Text
	A human-readable name for the key

Clause E.6.5.
	M
	LV-E
	2-x

	MC Group IDs
	The MC Group IDs associated with the key (if any)

Clause E.6.3.
	C
	LV-E
	2-x

	Reserved
	Additional information associated with the key (if any)

Clause E.6.6.
	O
	TLV-E
	x


NOTE:
The 'MC group IDs' IE is only present in the Key Parameters payload if the key type is 'GMK', 'MKFC' or 'MuSiK'.

The IEs in the Key Parameters Payload are described in the following subclauses.
***************** end of 4th change *****************
***************** start of 5th change *****************
E.7
Hiding identities within MIKEY messages

In some public-safety use cases there is a requirement to protect MC Service user IDs in transit. To protect these identifiers in MIKEY-SAKKE messages the following approach may be taken.

The sensitive MC Service user ID in the IDRr or IDRi field is replaced with the UID generated from the MC Service user ID as defined in clause F.2.1. In the former case, the 'role' of the IDRr field is replaced with a role of IDRuidr. In the latter case, the 'role' of the IDRi field is replaced with a role of IDRuidi.
The ID Role of Hashed Initiator (IDRuidi) takes on the IANA assigned value of '8' while the ID Role of Hashed Responder (IDRuidr) takes on the IANA assigned value of '9' [aa].

The processing of the MIKEY-SAKKE I_MESSAGE at the initiator stays the same. If the initiator has hidden its own MC Service user ID, it shall ensure that the SIP message containing the I_MESSAGE contains the initiator's MC Service user ID encrypted to the receiver.

As a consequence of identity hiding, the receiver of the MIKEY-SAKKE I_MESSAGE will be able to check the signature based on the initiator's UID in the IDRuidi field, but initially will be unable to confirm the MC Service user ID that has been used to generate the UID. The receiver will recognize its own UID in the IDRuidr field, and be able to extract the encapsulated key.

Using the encapsulated key or otherwise, the receiver is able to extract associated metadata in the message, including the initiator's MC Service user ID. On obtaining the initiator's MC Service user ID, the receiver is able to compute the UID and ensure this matches the UID in the IDRuidi field. By performing this check, the receiver has authenticated the I_MESSAGE.
***************** end of 5th change *****************
