3GPP TSG-SA WG3 Meeting #95	 		S3-191601
Reno (US) 6 -10 May 2019

Title:	Reply LS to on authentication of group of IoT devices
Response to:	S1-190501 (S3-191154)
Release:	Rel-16
Work Item:

Source:	SA3
To:	SA1, SA2, RAN2
Cc:	
Contact Person:	
Name:	Ahmad Muhanna
Tel. Number:	
E-mail Address:	ahmad dot muhanna at huawei dot com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:


1. Overall Description:
SA3 would like to thank SA1 for their answers and clarifications on the use cases and the details of the requirements on group IoT authentication and its relation to the Bulk IoT operations.

In SA3’s understanding, bulk operations include registration, network authentication, and communication to multiple IoT devices in bulk rather than individually. 

SA3 believe these operations may impact the 5G system security and should be investigated. Since in many cases authentication takes place in the registration process, SA3 also found it important to solicit the views of SA2 and RAN2 as these optimization may require 5G system architectural and RAN changes. In addition, SA3 consider authenticating each IoT UE individually before providing service is needed and authentication is an essential part of device key distribution. 

Thus, SA3 would like to request further clarification from SA1 and SA2 and RAN2 views on whether there are any plans for SA2 and RAN2 working groups to address these bulk operations, especially bulk authentication as required in TS 22.361. Specifically, SA3 has the following actions to the SA1 group and SA2/RAN2 groups respectively. 

2. Actions:
To SA1 group.
[bookmark: _GoBack]ACTION: Since network authentication is usually triggered by the 5G serving network and in most cases it is tied to the registration procedure, SA3 kindly requests SA1 to further inform SA3 whether SA1 assumes that bulk IoT authentication is being done during a registration of multiple IoT devices.

To SA2 and RAN2 group.
ACTION: SA3 kindly requests SA2 and RAN2 to inform SA3 whether they have any plans to address requirement 5G system optimization and enhancement when handling bulk IoT operations as defined in TS 22.361. If the answer is yes, SA3 kindly request SA2 and RAN2 to provide the time frame for such activities.

3. Date of Next TSG-SA WG3 Meetings:
SA3#95bis	                24 - 28 June 2019			Sapporo, Japan
SA3#96	                26 - 30 August 2019			Wroclaw, Poland

