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1
Decision/action requested

This contribution proposes some text for the evaluation part of solution #2. 
2
References

[1]
TR 33.815 v0.4.0 (S3-1901023)
3
Rationale

The only difference between this contribution and S3-191527 is additional supporting companies.
This contribution proposes some evaluation for solution #2 in TR 33.815 [1].
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in [1].
**** START OF CHANGES ****

7.2.3
Evaluation

This solution addresses key issue #1 by establishing security contexts using the NULL algorithms and hence there is no protection of the traffic over the air at the network layer. This solution has little implementation impact as such a solution is already supported on UE and in the network (where regulatory requirements mandate the support of unauthenticated emergency calls). 

The establishment of a RLOS call is always initiated by the UE. This means that an attacker can not use the 3GPP network signalling alone to force the UE to establish a UE into an RLOS call. 
An attack at a layer above the 3GPP network layer, i.e. at an application layer, could possibly trick a user to get the UE to make a call, e.g. to the attacker. Hence the attacker using this application layer attacks could act as a man-in-the-middle in the user call even if 3GPP network layer is protected. Therefore, such application layer attacks can not be mitigated at the 3GPP network layer. 
Application layer security for RLOS is always possible but depends on the implementation of the service. The standardization of such application layer security for RLOS service is outside the scope of 3GPP. Due to the lack of such standardized mechanism, the security of RLOS service can not be ensured.
The solution addresses key issue #2 by using existing techniques on the network to prevent DoS attacks (such techniques needs to deal with cases of unprotected connections to the 3GPP network where the regulatory requirements mandate the support of unauthenticated emergency calls). 
**** END OF CHANGES ****

