3GPP TSG-SA WG3 Meeting #95 
S3-191572
Reno (US), 6-10 May 2019
Source:
BT Group
Title:
pCR Virtualisation Study Key Issue 10
Document for:
Approval, Information, Discussion

Agenda Item:
8.18
1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 10.
3
Proposed New Text
[START OF CHANGES]
5.X10
Key Issue #X10 Where the is my function
5.X10.1
Key issue detail

Similar to the key issues X9 Where are my Keys and X2 Data Privacy, for some VNFs (or sub components) it is necessary to know exactly where a VNF is (or at least in which data centre it resides). The same also applies in the case of physical attack in post event forensic scenarios. 

By default, cloud hosting environments do not by nature provide an attestable guarantee of physical location of a host or VM. It is possible to indirectly attest location through host IDs but as with SA3 studies on physical locking down femto cells to specific locations have shown, it is possible to move a host from one location to another. 3GPP functions such as AUC, UDM or LI functions need to be attestable within to specific physical location boundaries and those boundaries need to be attestable within 3GPP scope. ETSI TR NFVSEC 016 [X] discusses some of these issues, further but the specific constraints required are within the scope of 3GPP and not ETSI ISG NFV.

Furthermore, if functions such as SEPP are supposed to be the physical boundary of the network then it may be necessary to be able to constrain them and the SDN routing to them, to specific physical locations.
[END OF CHANGES]
