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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 8.
3
Proposed New Text
[START OF CHANGES]
5.X8
Key Issue #X8 Single Administrator Domain

5.X8.1
Key issue detail

The basic aim of virtualisation is to implement the network using infinitely flexible resources which can be scaled and sized in real-time in order fit customer demand. In order to achieve this requires all hardware and software resources to be managed in a single unified cloud environment. All VNFs must therefore exist in the single cloud, especially if network slicing is required. This introduces a basic security risk. Such cloud environments tend to have a single administration domain which manages the hosts and NFV environment. As such all VNFs regardless of their sensitivity are potentially reduced to the same security level of the single administration domain in most internal attack scenarios or if an external attacker can gain access to MANO (in a IAAS hosted scenario see key issue X20, an external attacker can be an internal attacker).

Obviously, it is possible to separate VNFs into separate admin domains but that involves dividing up the hosts into multiple semi fixed or permanently fixed domains, which largely defeats the purpose of virtualisation. This gets more complicated when considering a part sensitive function (e.g. containing cryptographic or LI functions) where ideally a single VNF needs to exist in multiple admin domains.
[END OF CHANGES]
