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1
Decision/action requested

 It is requested to approve the editor’s note proposal into TR 33.819.
2
References
[1]
3GPP TR 33.819: “Study on security for 5GS enhanced support of Vertical and LAN Services”.

3
Rationale

Key Issue #1.1 (Completing AKA based authentication and calculating Kseaf for standalone non-public networks) addresses the issue of binding the keys to the serving network identity. For non-public networks, the exact details of serving identity are to be finalised in stage 3, which may contain complete PLMN ID. It was agreed in SA3#94-Adhoc meeting to add an Editor’s note for the same. This contribution proposes an Editor’s note to Key Issue #1.1.
It is requested to SA3, to approve the below proposal for the TR 33.819 [1].

4
Detailed proposal

START OF CHANGE
 5.1.1.1
Key issue details

Binding the key to the serving network identity is a requirement for 5G security [1]. For standalone non-public networks, the network identity used (see solution #1 in TR 23.734 [3]) is changed and may not even contain a complete PLMN ID. Hence the standard needs to clearly define the input parameters used to calculate KSEAF as well as KAUSF, RES* and XRES* for 5G AKA and IK' and CK' for EAP-AKA' in both the network and UE. Without such a clear definition the security set-up will fail.

When introducing standalone non-public networks, it should also be ensured that the standalone non-public network cannot masquerade as a public network, i.e., the keys derived for a public network and standalone non-public network are different.
Editor’s Note: Serving network name used in key derivations should be reviewed after progress in stage 3.
END OF CHANGE 
