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1
Decision/action requested

 It is requested to approve the term alignment proposal into TR 33.819.
2
References
[1]
3GPP TS 23.501: “System Architecture for the 5G System”.

3
Rationale

As per TS 23.501 [1], a Public network integrated NPN is non-public network deployed with the support of a PLMN.  This contribution proposes to correct the term “Non-standalone Non-Public Network” to “Public network integrated NPN”.
It is requested to SA3, to approve the below proposal for the TR 33.819.

4
Detailed proposal

START OF CHANGE 1
5.6
Key Issues related to security for Public network integrated Non-Public Networks

5.6.1
Key Issue #6.1: (D)DoS attack in Public network integrated Non-Public Networks

5.6.1.1
Key issue details

To enable non-public networks deployed as part of a PLMN, SA2 has concluded (in TR 23.734 [3]) Solution #2 (Closed Access Group) as the basis for normative work, to address the Key Issues (key Issue #1: Network discovery, selection and access control for non-public networks and Key Issue #2: Network Identification for non-public networks in TR 23.734 [3]). 

SA2 endorsed [S2-1901391] that, Public network integrated Non-Public Networks are Non-Public Networks (NPNs) which are deployed with the support of public PLMNs using Closed Access Group (CAG) and/or network slicing. When an NPN is made available via a PLMN, then the UE has a subscription for the PLMN to access the network and obtain the services provided by the network. A CAG identifies a group of subscribers who are permitted to access one or more CAG cells. When an UE accesses a CAG cell, the network need to verify whether the UE is allowed to access the CAG cell. For state transition and during mobility, it is endorsed that "The AMF shall verify whether the CAG identifier received from NG-RAN is part of the UE’s Allowed CAG list as received from the UDM".
However, for the network to verify a UE’s access to CAG cell, network needs to know the UE’s SUPI. As per TS 33.501 [5], during initial NAS procedure (Registration Procedure), UE sends the Subscription concealed identifier (SUCI) to the network. The serving network receives the UE’s SUPI from the AUSF, only after successful primary authentication. Therefore, if the serving network needs to perform the access control on the UE during initial Registration procedure, then AMF will have to wait until completion of successful primary authentication procedure. 
It is likely that, large number of malicious UEs, with or without valid subscription, performing Registration procedures, to access the network via CAG cells. In this scenario, if these malicious UEs are not allowed to access the CAG cell, then there is an overhead (signalling and also computational) on the network and especially in the UDM, AMF and gNB, as the network needs to de-conceal the SUCI and performs authentication procedure and then checks whether the UEs are allowed to access the CAG cell. If such attempts are done on a particular CAG cell or distributed at different CAG cells, then it leads to (Distributed) Denial of Service ((D)DoS) attack on the 5G system.  

This key issue needs to be investigated, to minimize the (D)Dos attack on the Public network integrated NPNs.

5.6.1.2
Security threats




The Public network integrated Non-Public Networks should provide a mechanism for verification of UE’s access to CAG cell. When a large number of malicious UEs, which are not allowed to access a CAG cell, perform Registration procedures with the network, then there is an overhead on the network, to perform primary authentication and then do CAG cell access check. Such attempts, when done on a particular cell or distributed at different cells, leads to (Distributed) Denial of Service ((D)DoS) attack on the 5G system. Signalling attack on the core network (like UDM, to generate AVs) has a bigger effect than the access network and will impact larger number of UEs.

This threat is also mentioned in the TS 22.261[1], clause 6.25.1.
5.6.1.3
Potential security requirements

The 5G system should mitigate the (D)DoS attack on Public network integrated NPNs, resulting from large number of Registrations requests from UEs which are not allowed to access a CAG cell.
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6.3
Solution #3: Security solution for mitigation of (D)DoS attack in Public network integrated Non-Public Networks

6.3.1
Introduction

This solution addresses key issue #6.1 (D)DoS attack in Public network integrated Non-Public Networks.

As mentioned in the security threat of the key issue #6.1 during initial NAS Attach procedures (Registration procedures) from NPN UEs, that are accessing via CAG cell, network has to wait until completion of primary authentication to verify whether the UEs are allowed to access a CAG cell, which is an overhead on the network, if the requesting UE’s are not allowed to access the CAG cell.

This solution details on, checking an UE’s access to a CAG cell during initial NAS procedure (Registration procedure) and reject initial NAS (Registration) request from the UE, if the network identified UE is not allowed to access the CAG cell. Doing this avoids overhead on network (gNB, AMF, AUSF, UDM) and minimises (D)DoS attack on Public network integrated NPNs. 

6.3.2
Solution details

During initial NAS (Registration) procedure, the network to verify whether a NPN UE is allowed to access the CAG cell, as early as possible, in order to avoid unnecessary signalling overhead. The steps below detail on how this verification can be done:

1. NPN UE sends initial NAS (Registration) request to the network. In this request procedure, NG-RAN sends the CAG identifier (Identifier of the CAG cell which the UE accesses) to the serving network's AMF. 

2. As per TS 33.501 [5] AMF/SEAF initiates primary authentication by sending in Nausf_UEAuthentication_Authenticate request message to the AUSF and includes in this request the CAG identifier received from NG-RAN.

3. If there is CAG identifier in the Nausf_UEAuthentication_Authenticate request received from SEAF, AUSF includes the CAG identifier in Nudm_UEAuthentication_Get Request message to the UDM.

4. UDM de-conceals SUCI, and if the CAG Identifier is included in the Nudm_UEAuthentication_Get Request message, then it verifies whether the UE (SUPI) is allowed to access the CAG cell. If the UE is allowed to access the CAG cell, then the UDM shall proceed further with the procedures as specified in TS 33.501 [5]. Additionally the UDM includes the “Allowed CAG list” of the UE to the AMF, to perform the check for the subsequent procedure when needed, as specified in the SA2 procedures.

5. If the UE is not allowed to access the CAG cell, then the UDM includes “CAG cell Reject” in Nudm_UEAuthentication_Get Response message to AUSF, and doesn’t proceed further in authentication procedure, for example, selection of authentication method and generation of authentication vector, like so. 

6. If there is “CAG Cell Reject” in Nudm_UEAuthentication_Get Response message from UDM, then the AUSF forwards the same to the AMF/SEAF in Nausf_UEAuthentication_Authenticate response message. 

7. If there is “CAG Cell Reject” in the Nausf_UEAuthentication_Authenticate response message from the AUSF, then the AMF rejects the UE’s registration request by sending the Registration Reject message with an appropriate cause value, to the UE.

This method avoids overhead on UDM of generating Authentication Vector and the network to perform authentication, for the UEs that access via unauthorized CAG cell.

Editor’s Note: It is FFS, how this mechanism protects against DDoS attack and the entities that are protected from DDoS attack.

Editor’s Note: It is FFS, to analyse any privacy impact introduced by this solution on sending CAG Identifier over the air.
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Figure 6.3.2-1: Access control during Registration Procedure

6.3.3
Evaluation

TBD
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