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1
Decision/action requested

It is proposed to include the proposal in this pCR to TR 33.855.
2
Rationale
There is currently no explicit authentication of the NF service consumer (NFc) by the NF service producer (NFp) in 5G roaming scenarios. 

The current authentication model between NFc and NFp is based on each hop between the two NFs authenticating each other. Therefore, NFc mutually authenticates with cSEPP, cSEPP likewise mutually authenticates with cIPX and so on. The NFp in the home network relies on the fact that NFc is authenticated by cSEPP and all the hops between cSEPP and itself are mutually authenticated, and trusts NFc implicitly.
This paper proposes a mechanism for explicit authentication of the NF service consumer (NFc) by the NF service producer (NFp). This will be useful in Rel-15 roaming scenarios and Rel-16 Indirect communications.
3
Detailed proposal

*** BEGIN CHANGES ***
6.Y
Solution #Y: NF consumer authentication based on signed API request
6.Y.1
Introduction
The solution proposes a mechanism for explicit authentication of the NF service consumer (NFc) by the NF service producer (NFp) in scenarios where TLS cannot be used between them as a means for mutual authentication. 

6.Y.2
Solution details
There are three parts to this solution:
a) Including NF service consumer’s public key in the access token generated by the NRF.

b) NF service consumer proves that it is in possession of the corresponding private key by digitally signing the API request (i.e. HTTP message) and including the signature in the API request (a.k.a NF service request) to the NF service producer.

c) NF service producer cryptographically authenticates NF service consumer by verifying the signature.
6.Y.2.1
Including NF consumer’s public key in the access token

In this step, the NRF includes NF consumer’s public key as one of the claims in the access token. The following figure illustrates the procedure in roaming scenarios.
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Figure 6.Y.2-1 Binding NFc public key in the access token – in roaming scenarios
The NF service consumer in the visiting network executes the Access Token Request procedure (clause 13.4.1.2 TS 3GPP 33.501) to obtain an access token from the Authorization Server (NRF) in the home network. The request is sent over a mutually authenticated secure connection (either TLS or IPSec) between NFc and visiting NRF. 

This procedure is enhanced as follows: 

-
The visiting NRF forwards the NF service consumer’s public key to the home NRF over the N32 interface.
-
 NF service consumer’s public key is included in the JSON Web Token (JWT) based access token that’s generated by the home NRF. The public key, which may be represented as a JSON Web Key or JWK (RFC 7517), is included in the access token as a separate claim.

6.Y.2.2
NFc digitally signs the API request using its private key
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Figure 6.Y.2.2-1
NFc digitally signing the API Request with its private key
The NF service consumer constructs the API request for the specific service it intends to obtain from the NF service producer. It includes the access token in the API request.

It digitally signs the API request using the private key (PrNFc, in the figure above) associated with the public key added as a claim in the access token. 
The signature is then included in the API request the NFc invokes on the selected NF service producer instance.
6.Y.2.3
NF Producer authenticates NF consumer 
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Figure 6.Y.2.3-1 NF producer authenticates NF consumer by verifying the signature

The NF service producer takes the public key from the validated access token and verifies NF service consumer’s signature. If the verification succeeds, the NF service producer has successfully authenticated the NF service consumer.
6.Y.3
Evaluation
TBD
*** END CHANGES ***
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